¥{SureP5&2

Exam 210-260

Implementing Cisco Network Security

Version: 21.0

[ Total Questions: 310 ]



Certify For Sure with IT Exam Dumps
1. Which FirePOWER preprocessor engine is used to prevent SYN attacks?

A. Rate-Based Prevention
B. Portscan Detection
C. IP Defragmentation
D. Inline Normalization

Answer: A

2. Which statement about college campus is true?
A. College campus has geographical position.
B. College campus Hasn't got internet access.
C. College campus Has multiple subdomains.

Answer: A

3. An attacker installs a rogue switch that sends superior BPDUs on your network. What is a possible result
of this activity?

A. The switch could offer fake DHCP addresses.

B. The switch could become the root bridge.

C. The switch could be allowed to join the VTP domain.

D. The switch could become a transparent bridge.

Answer: B

4. Refer to the exhibit.

UDP outside 209.165.201.225:353 inside 10.0.0.10:5Z464, idle 0:00:01, bytes 266, flags -

What type of firewall would use the given configuration line?
. a stateful firewall

. a personal firewall

. a proxy firewall

. an application firewall

m O O W X>»

. a stateless firewall

Answer: A
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5. Which three statements describe DHCP spoofing attacks? (Choose three.)
A. They can modify traffic in transit.

B. They are used to perform man-in-the-middle attacks.

C. They use ARP poisoning.

D. They can access most network devices.

E. They protect the identity of the attacker by masking the DHCP address.

F. They are can physically modify the network gateway.

Answer: AB,C

6. Which port should (or would) be open if VPN NAT-T was enabled
A. port 500

B. port 500 outside interface

C. port 4500 outside interface

D. port 4500 ipsec

Answer: D

7. If a packet matches more than one class map in an individual feature type's policy map, how does the
ASA handle the packet?

A. The ASA will apply the actions from only the first matching class map it finds for the feature type.

B. The ASA will apply the actions from only the most specific matching class map it finds for the feature
type.

C. The ASA will apply the actions from all matching class maps it finds for the feature type.

D. The ASA will apply the actions from only the last matching class map it finds for the feature type.

Answer: A

8. Which of the following pairs of statements is true in terms of configuring MD authentication?
A. Interface statements (OSPF, EIGRP) must be configured; use of key chain in OSPF
B. Router process (OSPF, EIGRP) must be configured; key chain in EIGRP

C. Router process (only for OSPF) must be configured; key chain in EIGRP
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D. Router process (only for OSPF) must be configured; key chain in OSPF

Answer: C

9. Which two NAT types allows only objects or groups to reference an IP address? (choose two)
A. dynamic NAT

B. dynamic PAT

C. static NAT

D. identity NAT

Answer: A,C

10. For what reason would you configure multiple security contexts on the ASA firewall?
A. To separate different departments and business units.

B. To enable the use of VRFs on routers that are adjacently connected.

C. To provide redundancy and high availability within the organization.

D. To enable the use of multicast routing and QoS through the firewall.

Answer: A

11. What is example of social engineering

A. Gaining access to a building through an unlocked door.

B. something about inserting a random flash drive.

C. gaining access to server room by posing as IT

D. Watching other user put in username and password (something around there)

Answer: C

12. What type of algorithm uses the same key to encrypt and decrypt data?
A. a symmetric algorithm

B. an asymmetric algorithm

C. a Public Key Infrastructure algorithm

D. an IP security algorithm

Answer: A
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13. What is the effect of the ASA command crypto isakmp nat-traversal?
A. It opens port 4500 only on the outside interface.

B. It opens port 500 only on the inside interface.

C. It opens port 500 only on the outside interface.

D. It opens port 4500 on all interfaces that are IPSec enabled.

Answer: D

14. Which statement is a benefit of using Cisco I0S IPS?

A. It uses the underlying routing infrastructure to provide an additional layer of security.

B. It works in passive mode so as not to impact traffic flow.

C. It supports the complete signature database as a Cisco IPS sensor appliance.

D. The signature database is tied closely with the Cisco IOS image.

Answer: A

Explanation:
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6634/product_data_sheet0900aecd

803137cf.html

Product Overview

In today's business environment, network intruders and attackers can come from outside or inside the
network.

They can launch distributed denial-of-service attacks, they can attack Internet connections, and they can
exploit network and host vulnerabilities. At the same time, Internet worms and viruses can spread across
the world in a matter of minutes. There is often no time to wait for human intervention-the network itself
must possess the intelligence to recognize and mitigate these attacks, threats, exploits, worms and viruses.
Cisco 108 Intrusion Prevention System (IPS) is an inline, deep-packet inspection-based solution that
enables Cisco |IOS Software to effectively mitigate a wide range of network attacks. While it is common
practice to defend against attacks by inspecting traffic at data centers and corporate headquarters,
distributing the network level defense to stop malicious traffic close to its entry point at branch or

telecommuter offices is also critical.
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Cisco 10S IPS: Major Use Cases and Key Benefits IOS IPS helps to protect your network in 5 wayé:

Branch Office Corporate Headquarters

Internet

Client
PCs

Server

to the Network Edge
h n Traffic Apply IPS and Firewall on

Branch Router 1o Protect

Local Servers at the Branch

From Altacks

Awoid Need for a Separate
o Satisfy PCI Compliance Transparent (layer 2) Davice to Prolect Servers

Requirements IPS

Key Benefits:

* Provides network-wide, distributed protection from many attacks, exploits, worms and viruses exploiting
vulnerabilities in operating systems and applications.

+ Eliminates the need for a standalone IPS device at branch and telecommuter offices as well as small and
medium-sized business networks.

*» Unique, risk rating based signature event action processor dramatically improves the ease of
management of IPS policies.

« Offers field-customizable worm and attack signature set and event actions.

» Offers inline inspection of traffic passing through any combination of router LAN and WAN interfaces in
both directions.

» Works with Cisco IOS® Firewall, control-plane policing, and other Cisco I0S Software security features to
protect the router and networks behind the router.

» Supports more than 3700 signatures from the same signature database available for Cisco Intrusion

Prevention System (IPS) appliances.

15. What configure mode you used for the command ip ospf authentication-key c1$c0?
A. global

B. privileged
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C. in-line
D. Interface
Answer: D
Explanation: ip ospf authentication-key is used under interface configuration mode, so it’s in interface level,
under global configuration mode. If it asks about interface level then choose that.
interface SerialO

ip address 192.16.64.1 255.255.25

16. How does a zone-based firewall implementation handle traffic between interfaces in the same zone?
A. Traffic between two interfaces in the same zone is allowed by default.

B. Traffic between interfaces in the same zone is blocked unless you configure the same- security permit
command.

C. Traffic between interfaces in the same zone is always blocked.

D. Traffic between interfaces in the same zone is blocked unless you apply a service policy to the zone pair.

Answer: A

17. Which description of the nonsecret numbers that are used to start a Diffie-Hellman exchange is true?
A. They are large pseudorandom numbers.

B. They are very small numbers chosen from a table of known values

C. They are numeric values extracted from hashed system hostnames.

D. They are preconfigured prime integers

Answer: D

18. What is a potential drawback to leaving VLAN 1 as the native VLAN?
A. It may be susceptible to a VLAN hoping attack.

B. Gratuitous ARPs might be able to conduct a man-in-the-middle attack.
C. The CAM might be overloaded, effectively turning the switch into a hub.
D. VLAN 1 might be vulnerable to IP address spoofing.

Answer: A
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19. Refer to the exhibit.

local lﬂié addr/mask
s lhg({mimg;:::fu:i - : {10.40, 20.0/255.2%5 233 0/0/0)
; 8 v perraems Portpgool. rlﬂ.!0.!-0.0:‘2!!,235.259.010101

PERMIT, thg'-sonqln_u__icl, )

¥pkrs :
- Sncaps: 68, Mpkts sncrypr: 68, #pkra

t8 decaps: 0, Wpkes decrype: o, Ipkte digest: 68

verify: o

For which reason is the tunnel unable to pass traffic?

A. UDP port 500 is blocked.

B. The IP address of the remote peer is incorrect.

C. The tunnel is failing to receive traffic from the remote peer.
D. The local peer is unable to encrypt the traffic.

Answer: C

20. Which two functions can SIEM provide? (Choose Two)

A. Correlation between logs and events from multiple systems.

B. event aggregation that allows for reduced log storage requirements.
C. proactive malware analysis to block malicious traffic.

D. dual-factor authentication.

E. centralized firewall management.

Answer: A,C

21. Where OAKLEY and SKEME come to play?
A. IKE

B. ISAKMP

C.DES

Answer: A

22. Which statement provides the best definition of malware?
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A. Malware is unwanted software that is harmful or destructive.

B. Malware is software used by nation states to commit cyber crimes.

C. Malware is a collection of worms, viruses, and Trojan horses that is distributed as a single package.
D. Malware is tools and applications that remove unwanted programs.

Answer: A

23. What is a reason for an organization to deploy a personal firewall?

A. To protect endpoints such as desktops from malicious activity.

B. To protect one virtual network segment from another.

C. To determine whether a host meets minimum security posture requirements.

D. To create a separate, non-persistent virtual environment that can be destroyed after a session.
E. To protect the network from DoS and syn-flood attacks.

Answer: A

24. What show command can see vpn tunnel establish with traffic passing through.
A. (config)# show crypto ipsec sa

B. #show crypto ipsec sa

C. (config-ify#

Answer: A

25. Which command initializes a lawful intercept view?
A. username cisco1 view lawful-intercept password cisco
B. parser view cisco li-view

C. li-view cisco user cisco1 password cisco

D. parser view li-view inclusive

Answer: C

26. With which preprocesor do you detect incomplete TCP handshakes
A. rate based prevention

B. portscan detection
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Answer: A

27. Which type of Cisco ASA access list entry can be configured to match multiple entries in a single
statement?

A. nested object-class

B. class-map

C. extended wildcard matching

D. object groups

Answer: D

Explanation:

Reference: http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/objectgroups.htmi
Information About Object Groups

By grouping like objects together, you can use the object group in an ACE instead of having to enter an
ACE for each object separately. You can create the following types of object groups:

*Protocol

*Network

*Service

*ICMP type

For example, consider the following three object groups:

*MyServices — Includes the TCP and UDP port numbers of the service requests that are allowed access to
the internal network.

*TrustedHosts — Includes the host and network addresses allowed access to the greatest range of
services and servers.

*PublicServers — Includes the host addresses of servers to which the greatest access is provided.
After creating these groups, you could use a single ACE to allow trusted hosts to make

specific service requests to a group of public servers. You can also nest object groups in other object

groups.

28. You want to allow all of your company's users to access the Internet without allowing other Web servers

to collect the IP addresses of individual users. What two solutions can you use? (Choose two).
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A. Configure a proxy server to hide users' local IP addresses.
B. Assign unique IP addresses to all users.

C. Assign the same IP address to all users.

D. Install a Web content filter to hide users' local IP addresses.
E. Configure a firewall to use Port Address Translation.

Answer: AE

29. The Oakley cryptography protocol is compatible with following for managing security?
A. IPSec
B. ISAKMP

Answer: B

30. Which two next-generation encryption algorithms does Cisco recommend? (Choose two.)
A. AES

B. 3DES

C.DES

D. MD5

E. DH-1024

F. SHA-384

Answer: A F

31. What can cause the the state table of a stateful firewall to update? (choose two)
A. when a connection is created

B. When a connection’s timer has expired within state table

C. C. when packet is evaluated against the outbound access list and is denied

D. D. when outbound packets forwarded to outbound interface

E. E. when rate-limiting is applied

Answer: AB

32. What hash type does Cisco use to validate the integrity of downloaded images?
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A. Sha1

B. Sha2
C. Md5
D. Md1

Answer: C

33. Which security zone is automatically defined by the system?
A. The source zone

B. The self zone

C. The destination zone

D. The inside zone

Answer: B

34. With Cisco I0S zone-based policy firewall, by default, which three types of traffic are permitted by the
router when some of the router interfaces are assigned to a zone? (Choose three.)

A. traffic flowing between a zone member interface and any interface that is not a zone member

B. traffic flowing to and from the router interfaces (the self zone)

C. traffic flowing among the interfaces that are members of the same zone

D. traffic flowing among the interfaces that are not assigned to any zone

E. traffic flowing between a zone member interface and another interface that belongs in a different zone
F. traffic flowing to the zone member interface that is returned traffic

Answer: B,C,D

Explanation:

http://www.cisco.com/en/US/products/sw/secursw/ps1018/products_tech_note09186a0080 8bc994.shtmi
Rules For Applying Zone-Based Policy Firewall

Router network interfaces’ membership in zones is subject to several rules that govern interface behavior,
as is the traffic moving between zone member interfaces:

A zone must be configured before interfaces can be assigned to the zone. An interface can be assigned to
only one security zone.

All traffic to and from a given interface is implicitly blocked when the interface is assigned to a zone, except
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traffic to and from other interfaces in the same zone, and traffic to any interface on the router.

Traffic is implicitly allowed to flow by default among interfaces that are members of the same zone. In order
to permit traffic to and from a zone member interface, a policy allowing or inspecting traffic must be
configured between that zone and any other zone.

The self zone is the only exception to the default deny all policy. All traffic to any router interface is allowed
until traffic is explicitly denied.

Traffic cannot flow between a zone member interface and any interface that is not a zone member. Pass,
inspect, and drop actions can only be applied between two zones. Interfaces that have not been assigned
to a zone function as classical router ports and

might still use classical stateful inspection/CBAC configuration.

If it is required that an interface on the box not be part of the zoning/firewall policy. It might still be necessary
to put that interface in a zone and configure a pass all policy (sort of a dummy policy) between that zone
and any other zone to which traffic flow is desired.

From the preceding it follows that, if traffic is to flow among all the interfaces in a router, all the interfaces
must be part of the zoning model (each interface must be a member of one zone or another).

The only exception to the preceding deny by default approach is the traffic to and from the router, which will

be permitted by default. An explicit policy can be configured to restrict such traffic.

35. If a router configuration includes the line aaa authentication login default group tacacs+ enable, which
events will occur when the TACACS+ server returns an error? (Choose two.)

A. The user will be prompted to authenticate using the enable password

B. Authentication attempts to the router will be denied

C. Authentication will use the router’s local database

D. Authentication attempts will be sent to the TACACS+ server

Answer: A,B

36. Refer to the below.
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Router# debug tacacs

14:00:09: TAC+: Opening TCP/IP connection to 192.168.60.15 using source
10.116.0.79

14:00:09: TAC+: Sending TCP/IP packetnumber 383258052-1t0192.168.60.15
(AUTHEN/START)

14:00:09: TAC+: Receiving TCP/IP packetnumber 383258052-2 from 192.168.60.15
14:00:09: TAC+ (383258052): received authen response status = GETUSER
14:00:10: TAC+: send AUTHEN,/CONT packet

14:00:10: TAC+: Sending TCP/IP packetnumber 383258052-3t0192.168.60.15
{AUTHEN/CONT)

14:00:10: TAC+: Receiving TCP/IP packetnumber 3832580524 from 192.168.60.15
14:00:10: TAC+ (383258052): received authen response status = GETPASS
14:00:14: TAC+: send AUTHEN/CONT packet

14:00:14: TAC+: Sending TCP/IP packet number 383258052-5t0192.168.60.15
{AUTHEN/CONT)

14:00:14: TAC+: Receiving TCP/IP packetnumber 3832580526 from 192.168.60.15
14:00:14: TAC+ (383258052): received authen response status = PASS

14:00:14: TAC+: Closing TCP/IP connection to 192.168.60.15

Which statement about this debug output is true?

A. The requesting authentication request came from username GETUSER.

B. The TACACS+ authentication request came from a valid user.

C. The TACACS+ authentication request passed, but for some reason the user's connection was closed
immediately.

D. The initiating connection request was being spoofed by a different source address.

Answer: B

Explanation:

http://www.cisco.com/en/US/docs/ios/12_2/debug/command/reference/dbfser.html debug tacacs

To display information associated with the TACACS, use the debug tacacs privileged EXEC command. The
no form of this command disables debugging output.

debug tacacs

no debug tacacs

The following is sample output from the debug tacacs command for a TACACS login attempt that was
successful, as indicated by the status PASS:

Router# debug tacacs

14:00:09: TAC+: Opening TCP/IP connection to 192.168.60.15 using source 10.116.0.79 14:00:09: TAC+:

Sending TCP/IP packet number 383258052-1 to 192.168.60.15
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(AUTHEN/START)

14:00:09: TAC+: Receiving TCP/IP packet number 383258052-2 from 192.168.60.15 14:00:09: TAC+
(383258052): received authen response status = GETUSER 14:00:10: TAC+: send AUTHEN/CONT packet
14:00:10: TAC+: Sending TCP/IP packet number 383258052-3 to 192.168.60.15 (AUTHEN/CONT)
14:00:10: TAC+: Receiving TCP/IP packet number 383258052-4 from 192.168.60.15 14:00:10: TAC+
(383258052): received authen response status = GETPASS 14:00:14: TAC+: send AUTHEN/CONT packet
14:00:14: TAC+: Sending TCP/IP packet number 383258052-5 to 192.168.60.15 (AUTHEN/CONT)
14:00:14: TAC+: Receiving TCP/IP packet number 383258052-6 from 192.168.60.15 14:00:14: TAC+
(383258052): received authen response status = PASS

14:00:14: TAC+: Closing TCP/IP connection to 192.168.60.15

37. What technology can you use to provide data confidentiality, data integrity and data origin
authentication on your network?

A. Certificate Authority

B. IKE

C. IPSec

D. Data Encryption Standards

Answer: C

38. Referencing the CIA model, in which scenario is a hash-only function most appropriate?
A. securing wireless transmissions.

B. securing data in files.

C. securing real-time traffic

D. securing data at rest

Answer: D

39. A specific URL has been identified as containing malware. What action can you take to block users from
accidentally visiting the URL and becoming infected with malware.
A. Enable URL filtering on the perimeter router and add the URLs you want to block to the router's local

URL list.
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B. Enable URL filtering on the perimeter firewall and add the URLs you want to allow to the router's Iocal_
URL list.

C. Enable URL filtering on the perimeter router and add the URLs you want to allow to the firewall's local
URL list.

D. Create a blacklist that contains the URL you want to block and activate the blacklist on the perimeter
router.

E. Create a whitelist that contains the URLs you want to allow and activate the whitelist on the perimeter
router.

Answer: A

40. which are two valid TCP connection states (pick 2) is the gist of the question.
A. SYN-RCVD

B. Closed

C. SYN-WAIT

D. RCVD

E. SENT

Answer: A,B

41. What information does the key length provide in an encryption algorithm?
A. the packet size

B. the number of permutations

C. the hash block size

D. the cipher block size

Answer: C

42. Which two services define cloud networks? (Choose two.)
A. Infrastructure as a Service

B. Platform as a Service

C. Security as a Service

D. Compute as a Service
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E. Tenancy as a Service

Answer: AB

43. Which line in the following OSPF configuration will not be required for MD5 authentication to work?
interface GigabitEthernet0/1

ip address 192.168.10.1 255.255.255.0

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 CCNA

!

router ospf 65000

router-id 192.168.10.1

area 20 authentication message-digest network 10.1.1.0 0.0.0.255 area 10
network 192.168.10.0 0.0.0.255 area 0

!

A. ip ospf authentication message-digest

B. network 192.168.10.0 0.0.0.255 area 0

C. area 20 authentication message-digest

D. ip ospf message-digest-key 1 md5 CCNA

Answer: C

44. If a switch port goes directly into a blocked state only when a superior BPDU is received, what
mechanism must be in use?

A. STP BPDU guard

B. loop guard

C. STP Root guard

D. EtherChannel guard

Answer: A

45. Which Cisco product can help mitigate web-based attacks within a network?

A. Adaptive Security Appliance
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B. Web Security Appliance

C. Email Security Appliance
D. Identity Services Engine

Answer: B

46. Which type of secure connectivity does an extranet provide?
A. other company networks to your company network

B. remote branch offices to your company network

C. your company network to the Internet

D. new networks to your company network

Answer: A

47. Refer to the exhibit.

0ct1319:46:06.170: AAA/MEMORY: create_user {0x4C5ELF60) user="tecteam’
ruser="NULL" ds0=0 port="tty515' rem_addr="10.0.2.13' authen_type=ASCIl
service=ENABLE priv=15 initial_task_id="0", vrf={id=0)

0ct1319:46:06.170: AAA/AUTHEN/START (2600878790 ): port="tty515' list="
action=LOGIN service=ENABLE

0ct1319:46:06.170: AAA/AUTHEN/START {2600878790): console enable - default to
enable password {if any)

0ct1319:46:06.170: AAA/AUTHEN/START (2600878790 ): Method=ENABLE
0ct1319:46:06.170: AAA/AUTHEN { 2600878790 ): status= GETPASS
0ct1319:46:07.266: AAA/AUTHEN/CONT (2600878790): continue_login
{user="{undef}’}

0ct1319:46:07.266: AAA/AUTHEN (2600878790): status = GETPASS
Oct1319:46:07.266: AAA/AUTHEN/CONT (2600878790): Method=ENABLE
Oct1319:46:07.266: AAA/AUTHEN{2600878790): password incorrect
0ct1319:46:07.266: AAA/AUTHEN {2600878790): status = FAIL
Oct1319:46:07.266: AAA/MEMORY: free_user (0x4CSE1F60) user="NULL'
ruser="NULL port="tty515' rem_addr="10.0.2.13' authen_type=ASCIl service=ENABLE
priv=15 vrf={id=0)

Which statement about this output is true?

A. The user logged into the router with the incorrect username and password.
B. The login failed because there was no default enable password.

C. The login failed because the password entered was incorrect.

D. The user logged in and was given privilege level 15.

Answer: C

Explanation:
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http://www.cisco.com/en/US/docs/ios/12_2/debug/command/reference/dbfaaa.html debug aaa
authentication

To display information on AAA/Terminal Access Controller Access Control System Plus (TACACS+)
authentication, use the debug aaa authentication privileged EXEC command.

To disable debugging command, use the no form of the command. debug aaa authentication

no debug aaa authentication

The following is sample output from the debug aaa authentication command. A single EXEC login that uses
the "default" method list and the first method, TACACSH+, is displayed. The TACACS+ server sends a
GETUSER request to prompt for the username and then a GETPASS request to prompt for the password,
and finally a PASS response to indicate a successful login. The number 50996740 is the session ID, which
is unique for each authentication. Use this ID number to distinguish between different authentications if
several are occurring concurrently.

Router# debug aaa authentication

6:50:12: AAA/AUTHEN: create_user user=" ruser=" port="tty19' rem_addr='172.31.60.15"' authen_type=1
service=1 priv=1

6:50:12: AAA/AUTHEN/START (0): port="tty19' list=" action=LOGIN service=LOGIN 6:50:12:
AAA/AUTHEN/START (0): using "default" list

6:50:12: AAA/AUTHEN/START (50996740): Method=TACACS+

6:50:12: TAC+ (50996740): received authen response status = GETUSER 6:50:12: AAA/AUTHEN
(50996740): status = GETUSER

6:50:15: AAA/AUTHEN/CONT (50996740): continue_login

6:50:15: AAA/AUTHEN (50996740): status = GETUSER

6:50:15: AAA/AUTHEN (50996740): Method=TACACS+

6:50:15: TAC+: send AUTHEN/CONT packet

6:50:15: TAC+ (50996740): received authen response status = GETPASS 6:50:15: AAA/AUTHEN
(50996740): status = GETPASS

6:50:20: AAA/AUTHEN/CONT (50996740): continue_login

6:50:20: AAA/AUTHEN (50996740): status = GETPASS

6:50:20: AAA/AUTHEN (50996740): Method=TACACS+

6:50:20: TAC+: send AUTHEN/CONT packet
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6:50:20: TAC+ (50996740): received authen response status = PASS 6:50:20: AAA/AUTHEN (50996740):

status = PASS

48. In which configuration mode do you configure the ip ospf authentication-key 1
command?

A. Interface

B. routing process

C. global

D. privileged

Answer: A

49. Which command should be used to enable AAA authentication to determine if a user can access the
privilege command level?

A. aaa authentication enable level

B. aaa authentication enable default local

C. aaa authentication enable method default

D. aaa authentication enable local

Answer: B

Explanation: https://www.cisco.com/c/en/us/td/docs/ios/12_2/security/command/reference/fsecur_r/srfat

hen.html

50. Which feature filters CoPP packets?
A. access control lists

B. class maps

C. policy maps

D. route maps

Answer: A

51. What is an advantage of implementing a Trusted Platform Module for disk encryption?

A. It provides hardware authentication.
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B. It allows the hard disk to be transferred to another device without requiring re- encryption.dis
C. It supports a more complex encryption algorithm than other disk-encryption technologies.
D. It can protect against single points of failure.

Answer: A

52. What are the three layers of a hierarchical network design? (Choose three.)
A. access

B. core

C. distribution

D. user

E. server

F. Internet

Answer: AB,C

53. Which accounting notices are used to send a failed authentication attempt record to a AAA server?
(Choose two.)

A. start-stop

B. stop-record

C. stop-only

D. stop

Answer: A,C

54. Which two characteristics of an application layer firewall are true? (Choose two)
A. provides protection for multiple applications

B. is immune to URL manipulation

C. provides reverse proxy services

D. provides stateful firewall functionality

E. has low processor usage

Answer: A,C
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55. Scenario

In this simulation, you have access to ASDM only. Review the various ASA configurations using ASDM
then answer the five multiple choice questions about the ASA SSLVPN configurations.

To access ASDM, click the ASA icon in the topology diagram. Note: Not all ASDM functionalities are
enabled in this simulation.

To see all the menu options available on the left navigation pane, you may also need to un- expand the

expanded menu first.

Lab Topology

|-

1192.168.1.0/24
inside
Giof1 | g rigE DT
Giy2 o/ ez
- 1 dmz 2 SRV
outside .2 ASA-SSLN
Gig/0
209.165.201.0/27
Fal/ 0. 1x
A Outside
T 129 209.165.202.128/27 .30 SRV

Fal/0.5x | -226
209.165.200.224/27

—.!.?-1 Outside PC
[Windows)
Gi0/0.5x | 225

‘ (Kali Limux)
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Name:
Alaces:
I Authenbcation

Method: @) AAA ) Certificate () Both

AAA Server Group: |LOCAL. v | Mensge... |
[]Use LOCAL If Server Group fais

Diss

Server Group: | DefaultDhS - lu;UMﬁ,_ni
(Following fields are attributes of the DNS server group selected above.)
Servers:  |192.168.1.2 |
Domain Mame: Il_mx-hwl J

Default Group Policy

GroupPolcy: | Sales - || Manage... |
(Following field iz an attribute of the group polcy selected above.)
[] Enable chentiess S5L VPN protocal

Fnd: | | @ rext @ Previous
[ox J[ comed |[ reb |
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This SSL VPN access method will present a kst of aliases configured for all connection profiles. You must enable the
Login Page Setting in the main paned to complete the configuration.

4 add| [ Dele ] (The table is in-ine editable.) @

é“’* Login and Logout Page Customization: | DAtCustomization v | Menage.. |
- General [ Enable the display of Radius Reject-Message on the login screen when authentication is rejected
; mfm 7] Enable the display of Securld messages on the login screen
—Authorization
Connection Akases

Alas Enabled

Group URLs

This S5L VPN access method will automatically select the connection profile, without the need for user selection,

ihddlﬁnde'leJ (The tabie is inine editable.) @

URL Enabled

You can chose not to run Cisco Secure Desktop (CSD) on dhent machine when using group URLs defined above to
access the ASA. (If a dient connects using a connection alias, this setting is ignored)

@) Always run CSD
() Disable CSD for both AnyConnect and Chentiess S5L VPN
(") Disable CSD for AnyConnect aniy
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Interface Specific Authentication Server Groups
% add| @ £ot| ] Delet=|

Interface

Lisername Mapping from Certificate
[] Pre-fil sername from Certificate

@ Spedfy the certificate figlds to be used as the username

Primary Fieid:  CN({CommonMame)  w
Secondary Field: |OU (Organizaionnit) =

() Use the entire DN as the usermame

() Use saript to select username

I

[“hione — <] 4 add| @ eot| @ Dclete|
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—Basc Eecondary Authenticabon Server Group
é"m Server Group: |~ None ~ | [ Manage... |
i~ Authentication [ Use LOCAL if Server Group fals :
:-.hulwmuhnn [ Use primary usemame {Hide secondary username on login page)
| NeBI0Sservers || AtrbutesSever: @ Primary ) Secondary
L_.Clientiess 551 VPN Sacsion Lsarress Sarvan (i Primary:. @) Eacondary
Interface-Spedific Secondary Authantcation Server Groups
# acd| @f cot| [ Delete|
Interface Server Group Fallback to LOCAL Use primary usemame
Lisername Mapging from Certificate
|| Pre-fill username from certificate
[ Hide username from end user
[ Fallback when a cer tificate |s unavadable
Password: (@) Prompt ) Use primary ) Use |
@ Specify the certificate fields to be used as the username.
Secandary Fed: [OU (Organzaton ) v
() Use the entire DN as the username
) Use seript to select username
[=pione — ] % add| @ £ot| @ Delete|
K]
o | | @ret_ @Fevous 1
__ o (e | [0 |

i el Corfiguns Boskmark Lsts St S sty spkance dspiays on M 552 1981 porial page..
EF [= e — eedor 2P . ey, o s pobe ek i 2 e e
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When users login to the Clientless SSLVPN using https://209.165.201.2/test, which group policy will be
applied?

A. test

B. clientless

C. Sales

D. DfltGrpPolicy

E. DefaultRAGroup

F. DefaultWEBVPNGroup
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Answer: C

Explanation:

First navigate to the Connection Profiles tab as shown below, highlight the one with the test alias:

Enable interfaces for dientless 5L VPN aczess.

Interface Allow Access
[T Bookmarks :’:"E % Device Certificate ...
i client-Server Plag-ns :
. 4 nside B Port Setting ...
i~+2+ Portzl Access Rules = = ) ] )
%pm—t e M Bypass interface sccess lists for inbound VPN sessions !
Smart Tunnels 1 Access lists from group policy and user polcy always apply to the traffic,
T2 Web Contents
| VDI Access Login Page Setting

ﬁ Group Policies
Alow user to select connection profile on the login page,

--Hlo Dynamic Access Polcies
=Rer %::z: by 7] Allow user to enter internal 3assword on the login page.
[ Proxy Bypass [7] Shutdown portal login page.
-~ {TF Proxizs
%Java Codesigner | | konnection Profiles
Content Cache pping
L [ Content Rewrite Conrection profile (tunnel grous) specifies how user is authenticated and other parameters. You can configure the mapping from certificate to connecti
2 Application Helper o Add | ot ] Delete| Fing| |© O FMethcae |

[T Single Signon Servers
i Microsoft KON Server

i o Web ACLs Name Enabed Alisses Autentication Method
- AAAfLocal Users 7 DefaultR AGroup F AAA(RAD)
il L ¥ NefaulfWFRVPNGIN AAARAN)

_&‘ Device Setup

Then hit the “edit” button and you can clearly see the Sales Group Policy being applied.

irtual Terminal | =]]
E— = l E—
Methad: @ AAA () Certificate () Foth
AAA Server Group: LOCAL. - [ Manage... ]

[T use LOCAL i Server Group falls

DNS
Server Group: {Defmlms - I [ Manage...
(Following fields are atiributes of the DNS server group selected above.)
Servers: 192.166,1.2 | =
Domain Mame: | secure-x.local |
Default Group Policy

Group Policy: ‘Sa\es - | Manage...

(Following field is an attribute of the group policy selected sbove.)
[¥] Erable dientless SSL VPN pretocol

ertificate to connecti

56. Refer to the exhibit.
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current peer: 10.1.1.5
PEBMIT, flags={origin is acl,}
#pkts encaps: 1205, #pkts encrypt: 1205, #pkts digest 1205
#pkts decaps: 1168, #pkts decrypt: 1168, #pkts werify 1168
#pkts compressed: 0, #pkts decompressed: 0
#pkta not compressed: 0, #pkts compr. failed: 0O,
#pkts decompress failed: 0, #send errors 0, #recv errora 0
local crypteo endpt.: 10.1.1.1, remote crypto endpt.: 10.1.1.5

While troubleshooting site-to-site VPN, you issued the show crypto ipsec sa command. What does the
given output show?

A. IPSec Phase 2 is established between 10.1.1.1 and 10.1.1.5.

B. ISAKMP security associations are established between 10.1.1.5 and 10.1.1.1.

C. IKE version 2 security associations are established between 10.1.1.1 and 10.1.1.5.

D. IPSec Phase 2 is down due to a mismatch between encrypted and decrypted packets.

Answer: A

57. What is a valid implicit permit rule for traffic that is traversing the ASA firewall?

A. ARPs in both directions are permitted in transparent mode only.

B. Unicast IPv4 traffic from a higher security interface to a lower security interface is permitted in routed
mode only.

C. Unicast IPv6 traffic from a higher security interface to a lower security interface is permitted in
transparent mode only.

D. Only BPDUs from a higher security interface to a lower security interface are permitted in transparent
mode.

E. Only BPDUs from a higher security interface to a lower security interface are permitted in routed mode.

Answer: A

58. Which command help user1 to use enable,disable,exit&etc commands?
A. catalyst1(config)#username user1 privilege 0 secret us1pass
B. catalyst1(config)#username user1 privilege 1 secret us1pass
C. catalyst1(config)#username user1 privilege 2 secret us1pass
D. catalyst1(config)#username user1 privilege 5 secret us1pass

Answer: A
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59. Which EAP method uses Protected Access Credentials?
A. EAP-FAST

B. EAP-TLS

C. EAP-PEAP

D. EAP-GTC

Answer: A

60. Which type of encryption technology has the broadest platform support to protect operating systems?
A. software

B. hardware

C. middleware

D. file-level

Answer: A

61. Which IPS mode provides the maximum number of actions?
A.inline

B. promiscuous

C. span

D. failover

E. bypass

Answer: A

62. If a switch port goes into a blocked state only when a superior BPDU is received, what mechanism must
be in use?

A. STP root guard

B. EtherChannel guard

C. loop guard

D. STP BPDU guard

Answer: A
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Explanation: Root guard allows the device to participate in STP as long as the device does not try to
become the root. If root guard blocks the port, subsequent recovery is automatic. Recovery occurs as soon
as the offending device ceases to send superior BPDUs.

Source: http://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree- protocol/10588-74.html

63. What is the only permitted operation for processing multicast traffic on zone-based firewalls?

A. Only control plane policing can protect the control plane against multicast traffic.

B. Stateful inspection of multicast traffic is supported only for the self-zone.

C. Stateful inspection for multicast traffic is supported only between the self-zone and the internal zone.
D. Stateful inspection of multicast traffic is supported only for the internal zone.

Answer: A

64. Which option describes information that must be considered when you apply an access list to a physical
interface?

A. Protocol used for filtering

B. Direction of the access class

C. Direction of the access group

D. Direction of the access list

Answer: C

65. How can FirePOWER block malicious email attachments?

A. It forwards email requests to an external signature engine.

B. It scans inbound email messages for known bad URLSs.

C. It sends the traffic through a file policy.

D. It sends an alert to the administrator to verify suspicious email messages.

Answer: C

66. What VPN feature allows traffic to exit the security appliance through the same interface it entered?
A. hairpinning

B. NAT
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C. NAT traversal

D. split tunneling

Answer: A

67. Which type of PVLAN port allows a host in the same VLAN to communicate only with promiscuous
hosts?

A. Community host in the PVLAN

B. Isolated host in the PVLAN

C. Promiscuous host in the PVLAN

D. Span for host in the PVLAN

Answer: B

68. Refer to the exhibit.

authentication event fail action next-method
authentication event no-response action autherize vlan 101
authentication order mab dotly webauth

authentication priority dotlx mab

authentication port-control auto

dotlx pas authenticator

If a supplicant supplies incorrect credentials for all authentication methods configured on the switch, how
will the switch respond?

A. The supplicant will fail to advance beyond the webauth method.

B. The switch will cycle through the configured authentication methods indefinitely.

C. The authentication attempt will time out and the switch will place the port into the unauthorized state.
D. The authentication attempt will time out and the switch will place the port into VLAN 101.

Answer: A

69. Which Sourcefire logging action should you choose to record the most detail about a connection?
A. Enable logging at the end of the session.

B. Enable logging at the beginning of the session.

C. Enable alerts via SNMP to log events off-box.

D. Enable eStreamer to log events off-box.
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Answer: A

70. Which filter uses in Web reputation to prevent from Web Based Attacks? (Choose two)
A. outbreak filter

B. buffer overflow filter

C. bayesian overflow filter

D. web reputation

E. exploit filtering

Answer: A,D

71. Which statements about smart tunnels on a Cisco firewall are true? (Choose two.)
A. Smart tunnels can be used by clients that do not have administrator privileges

B. Smart tunnels support all operating systems

C. Smart tunnels offer better performance than port forwarding

D. Smart tunnels require the client to have the application installed locally

Answer: A,C

72. Which option is a characteristic of the RADIUS protocol?

A.uses TCP

B. offers multiprotocol support

C. combines authentication and authorization in one process

D. supports bi-directional challenge

Answer: C

Explanation:

http://www.cisco.com/en/US/tech/tk59/technologies_tech_note09186a0080094e99.shtml Authentication
and Authorization

RADIUS combines authentication and authorization. The access-accept packets sent by the RADIUS
server to the client contain authorization information. This makes it difficult to decouple authentication and
authorization.

TACACS+ uses the AAA architecture, which separates AAA. This allows separate authentication solutions
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that can still use TACACS+ for authorization and accounting. For example, with TACACSH, it is possib_l_e to
use Kerberos authentication and TACACS+ authorization and accounting. After a NAS authenticates on a
Kerberos server, it requests authorization information from a TACACS+ server without having to
re-authenticate. The NAS informs the TACACS+ server that it has successfully authenticated on a
Kerberos server, and the server then provides authorization information.

During a session, if additional authorization checking is needed, the access server checks with a TACACS+
server to determine if the user is granted permission to use a particular command. This provides greater
control over the commands that can be executed on the access server while decoupling from the

authentication mechanism.

73. On which Cisco Configuration Professional screen do you enable AAA
A. AAA Summary

B. AAA Servers and Groups

C. Authentication Policies

D. Authorization Policies

Answer: A

74. How can you protect CDP from reconnaissance attacks?

A. Enable dot1x on all ports that are connected to other switches.
B. Disable CP on ports connected to endpoints.

C. Enable dynamic ARP inspection on all untrusted ports.

D. Disable CDP on trunk ports.

Answer: B

75. Your security team has discovered a malicious program that has been harvesting the CEQ's email
messages and the company's user database for the last 6 months. What type of attack did your team
discover?

A. advanced persistent threat

B. targeted malware

C. drive-by spyware
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D. social activism

Answer: A

76. Which statement about a PVLAN isolated port configured on a switch is true?

A. The isolated port can communicate only with the promiscuous port.

B. The isolated port can communicate with other isolated ports and the promiscuous port.
C. The isolated port can communicate only with community ports.

D. The isolated port can communicate only with other isolated ports.

Answer: A

77. What feature defines a campus area network?
A. It has a single geographic location.

B. It has limited or restricted Internet access.

C. It has a limited number of segments.

D. it lacks external connectivity.

Answer: A

78. What is the highest security level that can be configured for an interface on an ASA?

A0

B. 50

C. 100

D. 200

Answer: C

Explanation:

c» Security level 100: This is the highest security level on our ASA and by default this is assigned to the
“inside” interface. Normally we use this for our “LAN”. Since this is the highest security level, by default it
can reach all the other interfaces.

https://networklessons.com/cisco/asa-firewall/cisco-asa-security-levels/

79. What are two options for running Cisco SDM? (Choose two)
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A. Running SDM from a mobile device.

B. Running SDM from a router’s flash.

C. Running SDM from a PC

D. Running SDM from within CiscoWorks
E. Running SDM from the Cisco web portal.

Answer: C,E

80. Which two statements about Telnet access to the ASA are true? (Choose two).
A. You may VPN to the lowest security interface to telnet to an inside interface.

B. You must configure an AAA server to enable Telnet.

C. You can access all interfaces on an ASA using Telnet.

D. You must use the command virtual telnet to enable Telnet.

E. Best practice is to disable Telnet and use SSH.

Answer: AE

81. Which three ESP fields can be encrypted during transmission? (Choose three.)
A. Security Parameter Index

B. Sequence Number

C. MAC Address

D. Padding

E. Pad Length

F. Next Header

Answer: D,E,F

82. Which label is given to a person who uses existing computer scripts to hack into computers lacking the
expertise to write their own?

A. white hat hacker

B. hacktivist

C. phreaker

D. script kiddy
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Answer: D

83. Which NAT option is executed first during in case of multiple nat translations?
A. dynamic nat with shortest prefix

B. dynamic nat with longest prefix

C. static nat with shortest prefix

D. static nat with longest prefix

Answer: D

84. Which two characteristics apply to an Intrusion Prevention System (IPS) ? Choose two

A. Does not add delay to the original traffic.

B. Cabled directly inline with the flow of the network traffic.

C. Can drop traffic based on a set of rules.

D. Runs in promoscous mode.

E. Cannot drop the packet on its own

Answer: B,C

Explanation: + Position in the network flow: Directly inline with the flow of network traffic and every packet
goes through the sensor on its way through the network.

+ Mode: Inline mode

+ The IPS can drop the packet on its own because it is inline. The IPS can also request assistance from
another device to block future packets just as the IDS does.

Source: Cisco Official Certification Guide, Table 17-2 IDS Versus IPS, p.461

85. Which protocol provides security to Secure Copy?
A. IPsec

B. SSH

C.HTTPS

D. ESP

Answer: B
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86. Scenario

In this simulation, you have access to ASDM only. Review the various ASA configurations using ASDM
then answer the five multiple choice questions about the ASA SSLVPN configurations.

To access ASDM, click the ASA icon in the topology diagram. Note: Not all ASDM functionalities are
enabled in this simulation.

To see all the menu options available on the left navigation pane, you may also need to un- expand the

expanded menu first.

Lab Topology

|-

1192.168.1.0/24
inside
Giof1 | g rigE DT
Giy2 o/ ez
- 1 dmz 2 SRV
outside .2 ASA-SSLN
Gig/0
209.165.201.0/27
Fal/ 0. 1x
A Outside
T 129 209.165.202.128/27 .30 SRV

Fal/0.5x | -226
209.165.200.224/27

—.!.?-1 Outside PC
[Windows)
Gi0/0.5x | 225

‘ (Kali Limux)
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Name:
Alaces:
I Authenbcation

Method: @) AAA ) Certificate () Both

AAA Server Group: |LOCAL. v | Mensge... |
[]Use LOCAL If Server Group fais

Diss

Server Group: | DefaultDhS - lu;UMﬁ,_ni
(Following fields are attributes of the DNS server group selected above.)
Servers:  |192.168.1.2 |
Domain Mame: Il_mx-hwl J

Default Group Policy

GroupPolcy: | Sales - || Manage... |
(Following field iz an attribute of the group polcy selected above.)
[] Enable chentiess S5L VPN protocal

Fnd: | | @ rext @ Previous
[ox J[ comed |[ reb |
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This SSL VPN access method will present a kst of aliases configured for all connection profiles. You must enable the
Login Page Setting in the main paned to complete the configuration.

4 add| [ Dele ] (The table is in-ine editable.) @

é“’* Login and Logout Page Customization: | DAtCustomization v | Menage.. |
- General [ Enable the display of Radius Reject-Message on the login screen when authentication is rejected
; mfm 7] Enable the display of Securld messages on the login screen
—Authorization
Connection Akases

Alas Enabled

Group URLs

This S5L VPN access method will automatically select the connection profile, without the need for user selection,

ihddlﬁnde'leJ (The tabie is inine editable.) @

URL Enabled

You can chose not to run Cisco Secure Desktop (CSD) on dhent machine when using group URLs defined above to
access the ASA. (If a dient connects using a connection alias, this setting is ignored)

@) Always run CSD
() Disable CSD for both AnyConnect and Chentiess S5L VPN
(") Disable CSD for AnyConnect aniy

The No.1 IT Certification Dumps




Certify For Sure with IT Exam Dumps

Interface Specific Authentication Server Groups
% add| @ £ot| ] Delet=|

Interface

Lisername Mapping from Certificate
[] Pre-fil sername from Certificate

@ Spedfy the certificate figlds to be used as the username

Primary Fieid:  CN({CommonMame)  w
Secondary Field: |OU (Organizaionnit) =

() Use the entire DN as the usermame

() Use saript to select username

I

[“hione — <] 4 add| @ eot| @ Dclete|
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—Basc Eecondary Authenticabon Server Group
é"m Server Group: |~ None ~ | [ Manage... |
i~ Authentication [ Use LOCAL if Server Group fals :
:-.hulwmuhnn [ Use primary usemame {Hide secondary username on login page)
| NeBI0Sservers || AtrbutesSever: @ Primary ) Secondary
L_.Clientiess 551 VPN Sacsion Lsarress Sarvan (i Primary:. @) Eacondary
Interface-Spedific Secondary Authantcation Server Groups
# acd| @f cot| [ Delete|
Interface Server Group Fallback to LOCAL Use primary usemame
Lisername Mapging from Certificate
|| Pre-fill username from certificate
[ Hide username from end user
[ Fallback when a cer tificate |s unavadable
Password: (@) Prompt ) Use primary ) Use |
@ Specify the certificate fields to be used as the username.
Secandary Fed: [OU (Organzaton ) v
() Use the entire DN as the username
) Use seript to select username
[=pione — ] % add| @ £ot| @ Delete|
K]
o | | @ret_ @Fevous 1
__ o (e | [0 |

i el Corfiguns Boskmark Lsts St S sty spkance dspiays on M 552 1981 porial page..
EF [= e — eedor 2P . ey, o s pobe ek i 2 e e

Correotion Frafles
S T 0 220 e Owetn| @ bt | et e

Clerst Sarv Pusgrm St [ ATy — i
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Which user authentication method is used when users login to the Clientless SSLVPN portal using
https://209.165.201.2/test?

A. AAA with LOCAL database

B. AAA with RADIUS server

C. Certificate

D. Both Certificate and AAA with LOCAL database

E. Both Certificate and AAA with RADIUS server

Answer: A
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Explanation:
This can be seen from the Connection Profiles Tab of the Remote Access VPN configuration, where the

alias of test is being used,
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87. Which two characteristics of a PVLAN are true?

A. isolated ports cannot communicate with other ports on the same VLAN.

B. They require VTP to be enabled in server mode.

C. Promiscuous ports can communicate with PVLAN ports

D. PVLAN ports can be configured as EtherChannel ports.

E. Community ports have to be a part of the trunk.

Answer: C,E

Explanation:
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/12-2SX/configuration/guide/book/pvia

ns.pdf

88. What command can you use to verify the binding table status?
A. show ip dhcp snooping database

B. show ip dhcp snooping binding

C. show ip dhcp snooping statistics

D. show ip dhcp pool
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E. show ip dhcp source binding
F. show ip dhcp snooping

Answer: A

89. Refer to the exhibit.

dst Src state conn-id 3lot
0 R0 10020 BOLLSELS M IDIE 1 i]

While troubleshooting site-to-site VPN, you issued the show crypto isakmp sa command. What does the
given output show?

A. IPSec Phase 1 is established between 10.10.10.2 and 10.1.1.5.

B. IPSec Phase 2 is established between 10.10.10.2 and 10.1.1.5.

C. IPSec Phase 1 is down due to a QM_IDLE state.

D. IPSec Phase 2 is down due to a QM _IDLE state.

Answer: A

90. Which two protocols enable Cisco Configuration Professional to pull IPS alerts from a Cisco ISR router?
(Choose two.)

A. syslog

B. SDEE

C.FTP

D. TFTP

E. SSH

F. HTTPS

Answer: B,F

Explanation:
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6634/prod_white paper0900aecd8
05c4ea8.html

Step 4: Enabling IOS IPS

The fourth step is to configure IOS IPS using the following sequence of steps: Step 4.1: Create a rule name

(This will be used on an interface to enable IPS) ip ips name <rule name> < optional ACL>
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router#configure terminal router(config)# ip ips name iosips

You can specify an optional extended or standard access control list (ACL) to filter the traffic that will be
scanned by this rule name. All traffic that is permitted by the ACL is subject to inspection by the IPS. Traffic
that is denied by the ACL is not inspected by the IPS.

router(config)#ip ips name ips list ?

<1-199> Numbered access list WORD Named access list

Step 4.2: Configure IPS signature storage location, this is the directory “ips' created in Step 2

ip ips config location flash:<directory name> router(config)#ip ips config location flash:ips Step 4.3: Enable
IPS SDEE event notification

ip ips notify sdee router(config)#ip ips notify sdee

To use SDEE, the HTTP server must be enabled (via the "ip hitp server' command). If the HTTP server is
not enabled, the router cannot respond to the SDEE clients because it

cannot see the requests. SDEE notification is disabled by default and must be explicitly enabled.

91. Refer to the exhibit.

Bl
Interface GigabitEthernet 070
Ip address 10.20.20.4 255.255.255.0

crypto isakmp policy 1

authentication pre-share

lifetime 24600

crypto isakmp key testé7890 address 10.20.20.4

B2
Interface GigabitEthernet 070
Ip address 10.20.20.4 255.255.255.0

crypto isekmp policy 10

authentication pre-share

lifecime E4600

crypto isakmp key testl2345 address 10.30.30.5

You have configured R1 and R2 as shown, but the routers are unable to establish a site-to- site VPN tunnel.
What action can you take to correct the problem?

A. Edit the crypto keys on R1 and R2 to match.

B. Edit the ISAKMP policy sequence numbers on R1 and R2 to match.

C. Set a valid value for the crypto key lifetime on each router.
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D. Edit the crypto isakmp key command on each router with the address value of its own interface.

Answer: A

92. Which of the following statements about access lists are true? (Choose three.)
A. Extended access lists should be placed as near as possible to the destination
B. Extended access lists should be placed as near as possible to the source

C. Standard access lists should be placed as near as possible to the destination
D. Standard access lists should be placed as near as possible to the source

E. Standard access lists filter on the source address

F. Standard access lists filter on the destination address

Answer: B,C,E

93. Which IDS/IPS solution can monitor system processes and resources?
A.IDS

B. HIPS

C. PROXY

D. IPS

Answer: B

94. How many crypto map sets can you apply to a router interface?
A.3
B.2
C.4
D. 1

Answer: D

95. Protocols supported in contest aware VRF over VREF lite? Choose Two
A. EIGRP
B. Multicast

C.CGR
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Answer: A,B

96. Which Sourcefire event action should you choose if you want to block only malicious traffic from a
particular end user?

A. Allow with inspection

B. Allow without inspection

C. Block

D. Trust

E. Monitor

Answer: A

97. What is the best way to confirm that AAA authentication is working properly?
A. Use the test aaa command.

B. Ping the NAS to confirm connectivity.

C. Use the Cisco-recommended configuration for AAA authentication.

D. Log into and out of the router, and then check the NAS authentication log.

Answer: A

98. Which type of mirroring does SPAN technology perform?
A. Remote mirroring over Layer 2

B. Remote mirroring over Layer 3

C. Local mirroring over Layer 2

D. Local mirroring over Layer 3

Answer: C

99. Which two authentication types does OSPF support? (Choose two.)
A. plaintext

B. MD5

C. HMAC

D. AES 256
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E. SHA-1

F. DES

Answer: A,B

100. Which IPS mode is less secure than other options but allows optimal network throughput?
A. promiscuous mode

B. inline mode

C. inline-bypass mode

D. transparent mode.

Answer: A

101. Which statement about zone-based firewall configuration is true?

A. Traffic is implicitly denied by default between interfaces the same zone

B. Traffic that is desired to or sourced from the self-zone is denied by default
C. The zone must be configured before a can be assigned

D. You can assign an interface to more than one interface

Answer: C

102. A clientless SSL VPN user who is connecting on a Windows Vista computer is missing the menu
option for Remote Desktop Protocol on the portal web page. Which action should you take to begin
troubleshooting?

A. Ensure that the RDP2 plug-in is installed on the VPN gateway

B. Reboot the VPN gateway

C. Instruct the user to reconnect to the VPN gateway

D. Ensure that the RDP plug-in is installed on the VPN gateway

Answer: D

103. What is one requirement for locking a wired or wireless device from ISE?
A. The ISE agent must be installed on the device.

B. The device must be connected to the network when the lock command is executed.
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C. The user must approve the locking action.
D. The organization must implement an acceptable use policy allowing device locking.

Answer: A

104. What is the actual IOS privilege level of User Exec mode?

A1

B.0

C.5

D. 15

Answer: A

Explanation: By default, the Cisco 10S software command-line interface (CLI) has two levels of access to
commands: user EXEC mode (level 1) and privileged EXEC mode (level 15). However, you can configure
additional levels of access to commands, called privilege levels, to meet the needs of your users while
protecting the system from unauthorized access. Up to 16 privilege levels can be configured, from level 0,
which is the most restricted level, to level 15, which is the least restricted level.

Source: http://www.cisco.com/c/en/us/td/docs/ios/12_2/security/configuration/guide/fsecur_c/scfpas s.html

105. Which feature of the Cisco Email Security Appliance can mitigate the impact of snowshoe spam and
sophisticated phishing attacks?

A. contextual analysis

B. holistic understanding of threats

C. graymail management and filtering

D. signature-based IPS

Answer: A

106. Which sensor mode can deny attackers inline?
A.IPS

B. fail-close

C.IDS

D. fail-open
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Answer: A

107. What are two well-known security terms? (Choose Two)
A. Phishing.

B. BPDU guard

C. LACP

D. ransomeware

E. hair-pinning

Answer: A,D

108. In which two situations should you use out-of-band management? (Choose two.)
A. when a network device fails to forward packets

B. when you require ROMMON access

C. when management applications need concurrent access to the device

D. when you require administrator access from multiple locations

E. when the control plane fails to respond

Answer: A,B

109. What is the primary purpose of a defined rule in an IPS?

A. to configure an event action that takes place when a signature is triggered

B. to define a set of actions that occur when a specific user logs in to the system
C. to configure an event action that is pre-defined by the system administrator
D. to detect internal attacks

Answer: A

110. In which two situations should you use in-band management? (Choose two.)
A. when management applications need concurrent access to the device

B. when you require administrator access from multiple locations

C. when a network device fails to forward packets

D. when you require ROMMON access
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E. when the control plane fails to respond

Answer: AB

111. Refer to the exhibit.

PC-PT
Host 2
—
PP
Host 1 Secondary Community
WLAM 305
i AT 5
Secondary isolated VLAN 303 TR
Host 3

All ports on switch 1 have a primary VLAN of 300. Which devices can host 1 reach?
A. Host 2

B. Server

C. Host 4

D. Other devices within VLAN 303

Answer: B

112. Which two features are supported in a VRF-aware software infrastructure before VRF-lite? (Choose
two)

A. priority queuing

B. EIGRP

C. multicast

D. WCCP

E. fair queuing

Answer: B,C
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113. What features can protect the data plane? (Choose three.)
A. policing

B. ACLs

C.IPS

D. antispoofing

E. QoS

F. DHCP-snooping

Answer: B,D,F

114. Which RADIUS server authentication protocols are supported on Cisco ASA firewalls? (Choose three.)
A. EAP

B. ASCII

C. PAP

D. PEAP

E. MS-CHAPv1

F. MS-CHAPv2

Answer: C,E,F

115. What is a possible reason for the error message?Router(config)#aaa server?%

Unrecognized command

A. The command syntax requires a space after the word “server”

B. The command is invalid on the target device

C. The router is already running the latest operating system

D. The router is a new device on which the aaa new-model command must be applied before continuing

Answer: D

116. Which statement about Cisco ACS authentication and authorization is true?
A. ACS servers can be clustered to provide scalability.
B. ACS can query multiple Active Directory domains.

C. ACS uses TACACS to proxy other authentication servers.
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D. ACS can use only one authorization profile to allow or deny requests.

Answer: A

117. In which type of attack does the attacker attempt to overload the CAM table on a switch so that the
switch acts as a hub?

A. MAC spoofing

B. gratuitous ARP

C. MAC flooding

D. DoS

Answer: C

118. Which three options are common examples of AAA implementation on Cisco routers? (Choose three.)
A. authenticating remote users who are accessing the corporate LAN through IPsec VPN connections

B. authenticating administrator access to the router console port, auxiliary port, and vty ports

C. implementing PKI to authenticate and authorize IPsec VPN peers using digital certificates

D. tracking Cisco NetFlow accounting statistics

E. securing the router by locking down all unused services

F. performing router commands authorization using TACACS+

Answer: A B,F

Explanation:

http://www.cisco.com/en/US/products/ps6638/products _data sheet09186a00804fe332.htm |

Need for AAA Services

Security for user access to the network and the ability to dynamically define a user's profile to gain access
to network resources has a legacy dating back to asynchronous dial access. AAA network security services
provide the primary framework through which a network administrator can set up access control on network
points of entry or network access servers, which is usually the function of a router or access server.
Authentication identifies a user; authorization determines what that user can do; and accounting monitors
the network usage time for billing purposes.

AAA information is typically stored in an external database or remote server such as RADIUS or TACACS+.

The information can also be stored locally on the access server or router. Remote security servers, such as
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RADIUS and TACACS+, assign users specific privileges by associating attribute-value (AV) pairs, which

define the access rights with the appropriate user. All authorization methods must be defined through AAA.

119. Which option is a key security component of an MDM deployment?
A. using MS-CHAPV2 as the primary EAP method.

B. using self-signed certificates to validate the server.

C. using network-specific installer packages

D. using an application tunnel by default.

Answer: B

120. Refer to the exhibit.

El> show clock detail
L22:22:35.123 UTC Tue Feb 25 2013
Time zource is NTP

Which statement about the device time is true?

A. The time is authoritative, but the NTP process has lost contact with its servers.
B. The time is authoritative because the clock is in sync.

C. The clock is out of sync.

D. NTP is configured incorrectly.

E. The time is not authoritative.

Answer: A

121. In which stage of an attack does the attacker discover devices on a target network?
A. Reconnaissance

B. Covering tracks

C. Gaining access

D. Maintaining access

Answer: A

122. Refer to the exhibit.
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dst arc 3tate conn-id 3lot
2 84 08 o] e W e i i (R T QM IDLE 1 0

While troubleshooting site-to-site VPN, you issued the show crypto isakmp sa command. What does the
given output show?

A. IPSec Phase 1 is established between 10.10.10.2 and 10.1.1.5.

B. IPSec Phase 2 is established between 10.10.10.2 and 10.1.1.5.

C. IPSec Phase 1 is down due to a QM_IDLE state.

D. IPSec Phase 2 is down due to a QM_IDLE state.

Answer: A

123. On Cisco ISR routers, for what purpose is the realm-cisco.pub public encryption key used?

A. used for SSH server/client authentication and encryption

B. used to verify the digital signature of the IPS signature file

C. used to generate a persistent self-signed identity certificate for the ISR so administrators can
authenticate the ISR when accessing it using Cisco Configuration Professional

D. used to enable asymmetric encryption on IPsec and SSL VPNs

E. used during the DH exchanges on IPsec VPNs

Answer: B

Explanation:
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6634/prod_white paper0900aecd8
05c4ea8.html

Step 1: Downloading IOS IPS files

The first step is to download I0S IPS signature package files and public crypto key from Cisco.com.
Step 1.1: Download the required signature files from Cisco.com to your PC

* Location: http://tools.cisco.com/support/downloads/go/Model.x?mdfid=281442967 &mdfLevel=Softwa
re%20Family&treeName=Security&modelName=Cisc0%2010S%20Intrusion%20Preventio
n%20System%20Feature%20Software&treeMdfld=268438162

* Files to download:

I0S-Sxxx-CLI.pkg: Signature package - download the latest signature package. realm-cisco.pub.key.txt:

Public Crypto key - this is the crypto key used by I0S IPS
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124. Which IDS/IPS is used for monitoring system?
A. HIPS

B. WIPS

C. visibility tool

Answer: A

125. In the router ospf 200 command, what does the value 200 stand for?
A. process ID

B. area ID

C. administrative distance value

D. ABRID

Answer: A

126. What type of packet creates and performs network operations on a network device?
A. control plane packets

B. data plane packets

C. management plane packets

D. services plane packets

Answer: A

127. What command could you implement in the firewall to conceal internal IP address?
A. no source-route

B. no broadcast....

C. no proxy-arp

Answer: C

128. The first layer of defense which provides real-time preventive solutions against malicious traffic is
provided by?

A. Banyan Filters
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B. Explicit Filters

C. Outbreak Filters

Answer: C

129. What is true about the Cisco I0S Resilient Configuration feature?

A. The feature can be disabled through a remote session

B. There is additional space required to secure the primary Cisco IOS Image file
C. The feature automatically detects image and configuration version mismatch
D. Remote storage is used for securing files

Answer: C

130. When is the default deny all policy an exception in zone-based firewalls?
A. When traffic traverses two interfaces in in the same zone

B. When traffic terminates on the router via the self zone

C. When traffic sources from the router via the self zone

D. When traffic traverses two interfaces in different zones

Answer: A

131. How can you detect a false negative on an IPS?

A. View the alert on the IPS.

B. Review the IPS log.

C. Review the IPS console.

D. Use a third-party system to perform penetration testing.

E. Use a third-party to audit the next-generation firewall rules.

Answer: D

132. Whit which type of Leyer 2 attack can you “do something” for one host:
A. MAC spoofing
B. CAM overflow....

Answer: A
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133. Which prevent the company data from modification even when the data is in transit?
A. Confidentiality

B. Integrity

C. Vailability

Answer: B

134. If the native VLAN on a trunk is different on each end of the link, what is a potential consequence?
A. The interface on both switches may shut down

B. STP loops may occur

C. The switch with the higher native VLAN may shut down

D. The interface with the lower native VLAN may shut down

Answer: B

135. Refer to the exhibit.

crypto ikevl policy 1
EnNCryption aes

hash md5

authentication pre-share
group 2

lifetime 14400

What is the effect of the given command sequence?

A. It configures IKE Phase 1.

B. It configures a site-to-site VPN tunnel.

C. It configures a crypto policy with a key size of 14400.
D. It configures IPSec Phase 2.

Answer: A

136. DRAG DROP

Drag the hash or algorithm from the left column to its appropriate category on the right.
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insecure
DES
insecure
3DES
MD5
legacy
SHA-1
legacy
HMAC-MD5
legacy
Answer:
|_ _______________ i
| MD5
i DES
i [
________________ B e e e e
R R e | DES
| 3DES |
________________ |
e e e 1
| MD5 |
T I
e D S e e P e e S , 3DES
! SHA-1 I
| g i i
““““““““ SHA-1
|_ _______________ . |
| HMAC-MD5 '
] = e T e T e e e e e T e i e e ey "
IS S S S IS
HMAC-MD5
Explanation:

https://www.cisco.com/c/en/us/about/security-center/next-generation-cryptography.html

137. Which two primary security concerns can you mitigate with a BYOD solution? (Choose two)
A. Schedule for patching the device

B. compliance with applicable policies

C. device lagging and inventory

D. Connections to public Wi-Fi networks

E. Securing access to a trusted corporate network.
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Answer: B,E

138. How can the administrator enable permanent client installation in a Cisco AnyConnect VPN firewall
configuration?

A. Issue the command anyconnect keep-installer under the group policy or username webvpn mode

B. Issue the command anyconnect keep-installer installed in the global configuration

C. Issue the command anyconnect keep-installer installed under the group policy or username webvpn
mode

D. Issue the command anyconnect keep-installer installer under the group policy or username webvpn
mode

Answer: C

139. Which three ESP fields can be encrypted during transmission? (Choose three.)
A. Security Parameter Index

B. Sequence Number

C. MAC Address

D. Padding

E. Pad Length

F. Next Header

Answer: D,E,F

140. what causes a client to be placed in a guest or restricted VLAN on an 802.1x enabled network?
A. client entered wrong credentials multiple times.
B. client entered wrong credentials First time.

Answer: A

141. What is the transition order of STP states on a Layer 2 switch interface?
A. listening, learning, blocking, forwarding, disabled
B. listening, blocking, learning, forwarding, disabled

C. blocking, listening, learning, forwarding, disabled
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D. forwarding, listening, learning, blocking, disabled

Answer: C

142. What are purposes of the Internet Key Exchange in an IPsec VPN? (Choose two.)
A. The Internet Key Exchange protocol establishes security associations

B. The Internet Key Exchange protocol provides data confidentiality

C. The Internet Key Exchange protocol provides replay detection

D. The Internet Key Exchange protocol is responsible for mutual authentication

Answer: A,D

143. Which command do you enter to enable authentication for OSPF on an interface?
A. router(config-if)#ip ospf message-digest-key 1 md5 CISCOPASS

B. router(config-router)#area 0 authentication message-digest

C. router(config-router)#ip ospf authentication-key CISCOPASS

D. router(config-if)#ip ospf authentication message-digest

Answer: D

144. According to Cisco best practices, which three protocols should the default ACL allow on an access
port to enable wired BYOD devices to supply valid credentials and connect to the network? (Choose three.)
A. BOOTP

B. TFTP

C.DNS

D. MAB

E. HTTP

F. 802.1x

Answer: A B,C

145. In which three cases does the ASA firewall permit inbound HTTP GET requests during normal
operations? (Choose three).

A. when matching NAT entries are configured
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B. when matching ACL entries are configured

C. when the firewall receives a SYN-ACK packet
D. when the firewall receives a SYN packet

E. when the firewall requires HTTP inspection

F. when the firewall requires strict HTTP inspection

Answer: A,B,D

146. Which two devices are components of the BYOD architectural framework?
A. Prime Infrastructure

B. Nexus 7010 Switch

C. Cisco 3945 Router

D. Wireless Access Points

E. Identity Services Engine

Answer: AE

147. Which aaa accounting command is used to enable logging of the start and stop records for

user terminal sessions on the router?

A. aaa accounting network start-stop tacacs+

B. aaa accounting system start-stop tacacs+

C. aaa accounting exec start-stop tacacs+

D. aaa accounting connection start-stop tacacs+

E. aaa accounting commands 15 start-stop tacacs+

Answer: C

Explanation:

http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html aaa accounting

To enable authentication, authorization, and accounting (AAA) accounting of requested services for billing
or security purposes when you use RADIUS or TACACS+, use the aaa accounting command in global
configuration mode or template configuration mode. To disable AAA accounting, use the no form of this
command.

aaa accounting {auth-proxy | system | network | exec | connection | commands level | dot1x} {default |
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list-name

| guarantee-first} [vrf vrf-name] {start-stop | stop-only | none} [broadcast] {radius | group group-name}

no aaa accounting {auth-proxy | system | network | exec | connection | commands level | dot1x} {default |
listhame

| guarantee-first} [vrf vrf-name] {start-stop | stop-only | none} [broadcast] {radius | group group-name} exec
Runs accounting for the EXEC shell session. start-stop

Sends a "start" accounting notice at the beginning of a process and a "stop" accounting notice at the end of
a process. The "start" accounting record is sent in the background. The requested user process begins

regardless of whether the "start" accounting notice was received by the accounting server.

148. What is an advantage of placing an IPS on the inside of a network?
A. It can provide higher throughput.

B. It receives traffic that has already been filtered.

C. It receives every inbound packet.

D. It can provide greater security.

Answer: B

149. Which actions can a promiscuous IPS take to mitigate an attack? (Choose three.)
A. Modifying packets

B. Requesting connection blocking

C. Denying packets

D. Resetting the TCP connection

E. Requesting host blocking

F. Denying frames

Answer: B,D,E

150. Which Cisco feature can help mitigate spoofing attacks by verifying symmetry of the traffic path?
A. Unidirectional Link Detection
B. Unicast Reverse Path Forwarding

C. TrustSec
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D. IP Source Guard

Answer: B

151. Which option is the resulting action in a zone-based policy firewall configuration with these conditions?

Source: Zone 1

Destination: Zone 2

Zone pair exists?: Yes

Folicy exists?: Mo
A. no impact to zoning or policy
B. no policy lookup (pass)
C. drop
D. apply default policy
Answer: C
Explanation:
http://www.cisco.com/en/US/docs/ios-xml/ios/sec_data_zbf/configuration/xe-3s/sec-zone- pol-fw.html
Zone Pairs
A zone pair allows you to specify a unidirectional firewall policy between two security zones.
To define a zone pair, use the zone-pair security command. The direction of the traffic is specified by
source and destination zones. The source and destination zones of a zone pair must be security zones.
You can select the default or self zone as either the source or the destination zone. The self zone is a
systemdefined zone which does not have any interfaces as members. A zone pair that includes the self
zone, along with the associated policy, applies to traffic directed to the device or traffic generated by the
device. It does not apply to traffic through the device.
The most common usage of firewall is to apply them to traffic through a device, so you need at least two
zones (that is, you cannot use the self zone).
To permit traffic between zone member interfaces, you must configure a policy permitting (or inspecting)
traffic between that zone and another zone. To attach a firewall policy map to the target zone pair, use the
servicepolicy type inspect command.
The figure below shows the application of a firewall policy to traffic flowing from zone Z1 to zone Z2, which
means that the ingress interface for the traffic is a member of zone Z1 and the egress interface is a member

of zone Z2.
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Figure 2. Zone Pairs
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If there are two zones and you require policies for traffic going in both directions (from Z1 to Z2 and Z2 to
Z1), you must configure two zone pairs (one for each direction).

If a policy is not configured between zone pairs, traffic is dropped. However, it is not necessary to configure
a zone pair and a service policy solely for the return traffic. By default, return traffic is not allowed. If a
service policy inspects the traffic in the forward direction and there is no zone pair and service policy for the
return traffic, the return traffic is inspected. If a service policy passes the traffic in the forward direction and
there is no zone pair and service policy for the return traffic, the return traffic is dropped. In both these
cases, you need to configure a zone pair and a service policy to allow the return traffic. In the above figure,
it is not mandatory that you configure a zone pair source and destination for allowing return traffic from zZ2

to Z1. The service policy on Z1 to Z2 zone pair takes care of it.

152. What is the most common Cisco Discovery Protocol version 1 attack?
A. Denial of Service

B. MAC-address spoofing

C. CAM-table overflow

D. VLAN hopping

Answer: A

153. Which two statements about the self zone on a Cisco zone-based policy firewall are true? (Choose

Two)
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A. Multiple interfaces can be assigned to the self zone.

B. Traffic entering the self zone must match a rule.

C. Zone pairs that include the self zone apply to traffic transiting the device.
D. It can be either the source zone or the destination zone.

E. It supports stateful inspection for multicast traffic.

Answer: D,E

154. The command debug crypto isakmp results in ?
A. Troubleshooting ISAKMP (Phase 1) negotiation problems

Answer: A

155. Which 10S command is used to define the authentication key for NTP?
A. Switch(config)#ntp authentication-key 1 md5 C1sc0

B. Switch(config)#ntp trusted-key 1

C. Switch(config)#ntp source 192.168.0.1

D. Switch(config)#ntp authenticate

Answer: A

156. What data is transferred during DH for making public and private key?
A. Random prime Integer

B. Encrypteddata transfer

C. Diffie-Hellman

Answer: A

157. Which TACACS+ server-authentication protocols are supported on Cisco ASA firewalls? (Choose
three.)

A. EAP

B. ASCII

C. PAP

D. PEAP
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E. MS-CHAPV1

F. MS-CHAPv2

Answer: B,C,E

158. Which address block is reserved for locally assigned unique local addresses?
A. 2002::/16

B. FD0O::/8

C. 2001::/32

D. FB00::/8

Answer: B

159. Which security measures can protect the control plane of a Cisco router? (Choose two.)
A. CCPr

B. Parser views

C. Access control lists

D. Port security

E. CoPP

Answer: AE

160. Which statement correctly describes the function of a private VLAN?

A. A private VLAN partitions the Layer 2 broadcast domain of a VLAN into subdomains

B. A private VLAN partitions the Layer 3 broadcast domain of a VLAN into subdomains

C. A private VLAN enables the creation of multiple VLANs using one broadcast domain

D. A private VLAN combines the Layer 2 broadcast domains of many VLANs into one major broadcast
domain

Answer: A

161. Which two features of Cisco Web Reputation tracking can mitigate web-based threats? (Choose Two)
A. outbreak filter

B. buffer overflow filter
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C. bayesian filter

D. web reputation filter

E. exploit filtering

Answer: AD

Explanation:

Cisco IronPort Outbreak Filters provide a critical first layer of defense against new outbreaks. With this
proven preventive solution, protection begins hours before signatures

used by traditional antivirus solutions are in place. Real-world results show an average 14- hour lead time
over reactive antivirus solutions.

SenderBase, the world's largest email and web traffic monitoring network, provides real- time protection.
The Cisco IronPort SenderBase Network captures data from over 120,000 contributing organizations
around the world.

Source:

http://www.cisco.com/c/en/us/products/security/email-security-appliance/outbreak_filters_index.htmi

162. What three actions are limitations when running IPS in promiscuous mode? (Choose three.)
. deny attacker

. deny packet

. modify packet

. request block connection

m O O W >

. request block host

n

. reset TCP connection

Answer: AB,C

163. Which type of encryption technology has the broadcast platform support?
A. Middleware

B. Hardware

C. Software

D. File-level

Answer: C
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164. which will auto-nat process first (the focus is on auto-nat)
A. dynamic Nat shortest prefix

B. dynamic nat longest prefix

C. static nat shortest prefix

D. static nat longest prefix

Answer: D

165. In a security context, which action can you take to address compliance?

A. Implement rules to prevent a vulnerability.

B. Correct or counteract a vulnerability.

C. Reduce the severity of a vulnerability.

D. Follow directions from the security appliance manufacturer to remediate a vulnerability.

Answer: A

166. Which statement about application blocking is true?
A. It blocks access to specific programs.

B. It blocks access to files with specific extensions.

C. It blocks access to specific network addresses.

D. It blocks access to specific network services.

Answer: A

167. SYN flood attack is a form of ?
A. Denial of Service attack

B. Man in the middle attack

C. Spoofing attack

Answer: A

168. which feature allow from dynamic NAT pool to choose next IP address and not a port on a used IP

address?
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A.next IP

B. round robin
C. Dynamic rotation
D. Dynamic PAT rotation

Answer: B

169. Which two options are advantages of an application layer firewall? (Choose two.)

A. provides high-performance filtering

B. makes DoS attacks difficult

C. supports a large number of applications

D. authenticates devices

E. authenticates individuals

Answer: B,E

Explanation:
http://www.cisco.com/en/US/prod/collateral/vpndevc/ps6032/ps6094/ps6120/prod_white paper0900aecd8
058ec85.html

Adding Intrusion Prevention

Gartner's definition of a next-generation firewall is one that combines firewall filtering and intrusion
prevention systems (IPSs). Like firewalls, IPSs filter packets in real time. But instead of filtering based on
user profiles and application policies, they scan for known malicious patterns in incoming code, called
signatures. These signatures indicate the presence of malware, such as worms, Trojan horses, and
spyware.

Malware can overwhelm server and network resources and cause denial of service (DoS) to internal
employees, external Web users, or both. By filtering for known malicious signatures, IPSs add an extra
layer of security to firewall capabilities; once the malware is detected by the IPS, the system will block it
from the network.

Firewalls provide the first line of defense in any organization's network security infrastructure. They do so
by matching corporate policies about users' network access rights to the connection information
surrounding each access attempt. If the variables don't match, the firewall blocks the access connection. If

the variables do match, the firewall allows the acceptable traffic to flow through the network.
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In this way, the firewall forms the basic building block of an organization's network security architecture. _It
pays to use one with superior performance to maximize network uptime for business-critical operations.
The reason is that the rapid addition of voice, video, and collaborative traffic to corporate networks is driving
the need for firewall engines that operate at very high speeds and that also support application-level
inspection. While standard Layer 2 and Layer 3 firewalls prevent unauthorized access to internal and
external networks, firewalls

enhanced with application-level inspection examine, identify, and verify application types at Layer 7 to
make sure unwanted or misbehaving application traffic doesn't join the network. With these capabilities, the
firewall can enforce endpoint user registration and authentication and provide administrative control over

the use of multimedia applications.

170. Which firepower preprocessor block traffic based on IP?
A. Signature-Based

B. Policy-Based

C. Anomaly-Based

D. Reputation-Based

Answer: D

171. By which kind of threat is the victim tricked into entering username and password information at a
disguised website?

A. Spoofing

B. Malware

C. Spam

D. Phishing

Answer: D

172. Which countermeasures can mitigate ARP spoofing attacks? (Choose two.)
A. Port security
B. DHCP snooping

C. IP source guard
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D. Dynamic ARP inspection

Answer: B,D

173. Which option is the cloud based security service from Cisco that provides URL filtering web browsing
content security, and roaming user protection?

A. Cloud web security

B. Cloud web Protection

C. Cloud web Service

D. Cloud advanced malware protection

Answer: A

174. What improvement does EAP-FASTv2 provide over EAP-FAST?
A. It allows multiple credentials to be passed in a single EAP exchange.
B. It supports more secure encryption protocols.

C. It allows faster authentication by using fewer packets.

D. It addresses security vulnerabilities found in the original protocol.

Answer: A

175. What is the effect of the send-lifetime local 23:59:00 31 December 31 2013 infinite command?

A. It configures the device to begin transmitting the authentication key to other devices at 00:00:00 local
time on January 1, 2014 and continue using the key indefinitely.

B. It configures the device to begin transmitting the authentication key to other devices at 23:59:00 local
time on December 31, 2013 and continue using the key indefinitely.

C. It configures the device to begin accepting the authentication key from other devices immediately and
stop accepting the key at 23:59:00 local time on December 31, 2013.

D. It configures the device to generate a new authentication key and transmit it to other devices at 23:59:00
local time on December 31, 2013.

E. It configures the device to begin accepting the authentication key from other devices at 23:59:00 local
time on December 31, 2013 and continue accepting the key indefinitely.

F. It configures the device to begin accepting the authentication key from other devices at 00:00:00 local
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time on January 1, 2014 and continue accepting the key indefinitely.

Answer: B

176. Which option is the most effective placement of an IPS device within the infrastructure?
A. Inline, behind the internet router and firewall

B. Inline, before the internet router and firewall

C. Promiscuously, after the Internet router and before the firewall

D. Promiscuously, before the Internet router and the firewall

Answer: A

177. Which ports need to be active for AAA server and a Microsoft server to permit Active Directory
authentication?

A. 445 and 389

B. 888 and 3389

C. 636 and 4445

D. 363 and 983

Answer: A

178. How does the Cisco ASA use Active Directory to authorize VPN users?

A. It queries the Active Directory server for a specific attribute for the specified user.

B. It sends the username and password to retrieve an ACCEPT or REJECT message from the Active
Directory server.

C. It downloads and stores the Active Directory database to query for future authorization requests.
D. It redirects requests to the Active Directory server defined for the VPN group.

Answer: A

179. Which term best describes the concept of preventing the modification of data in transit and in storage?
A. Confidentiality
B. Integrity

C. Availability
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D. fidelity

Answer: B

Explanation:

Integrity for data means that changes made to data are done only by authorized individuals/systems.
Corruption of data is a failure to maintain data integrity.

Source: Cisco Official Certification Guide, Confidentiality, Integrity, and Availability, p.6

180. What configuration allows AnyConnect to automatically establish a VPN session when a user logs in
to the computer?

A. always-on

B. proxy

C. transparent mode

D. Trusted Network Detection

Answer: A

181. Which statements about reflexive access lists are true? (Choose three.)

A. Reflexive access lists create a permanent ACE

B. Reflexive access lists approximate session filtering using the established keyword
C. Reflexive access lists can be attached to standard named IP ACLs

D. Reflexive access lists support UDP sessions

E. Reflexive access lists can be attached to extended named IP ACLs

F. Reflexive access lists support TCP sessions

Answer: D,E,F

182. Refer to the exhibit.

Username HelpDesk privilege 5 password 0 helpdesk
Username Monitor privilege 8 password 0 watcher
Username Admin password checkme

Username Admin privilege £ autocommand shov runming
Privilege exec level £ configure terminal

The Admin user is unable to enter configuration mode on a device with the given configuration. What
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change can you make to the configuration to correct the problem?

A. Remove the autocommand keyword and arguments from the username admin privilege line.
B. Change the Privilege exec level value to 15.

C. Remove the two Username Admin lines.

D. Remove the Privilege exec line.

Answer: A

183. Which type of attack can exploit design flaws in the implementation of an application without going
noticed?

A. Volume-based DDoS attacks.

B. application DDoS flood attacks.

C. DHCP starvation attacks

D. low-rate DoS attacks

Answer: D

184. Refer to the exhibit.

crypto ipsec transform-set myset esp-mdS5-hmac esp-aes-256

What are two effects of the given command? (Choose two.)
A. It configures authentication to use AES 256.

B. It configures authentication to use MD5 HMAC.

C. It configures authorization use AES 256.

D. It configures encryption to use MD5 HMAC.

E. It configures encryption to use AES 256.

Answer: B,E

185. Refer to the exhibit.
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El#show snmp
Chassis: FTX12345£78%
0 SHNMP packets input
Ead SNMP wversion errors
Unknown community name
Illegal operation for commumity name supplied
Encoding errors
Mumber of requested variables
0 Mumber of altered wvariables
98 Get-recuest PDUs
12 Get-next PDUs
2 Set-request PDUs
0 Input queue packet drops (Maximum queue size 1000)
0 SNMP packets output
0 Too big errors (Maximum packet size 1500}
0 No such name 2rrors
0 Bad walues esrrors
0 General esrrors
31 Response PDUs
1 Trap PDUs

[uy}

(B T T

How many times was a read-only string used to attempt a write operation?
A.9
B.6
C.4
D.3
E.2

Answer: A

186. Scenario

In this simulation, you have access to ASDM only. Review the various ASA configurations using ASDM
then answer the five multiple choice questions about the ASA SSLVPN configurations.

To access ASDM, click the ASA icon in the topology diagram. Note: Not all ASDM functionalities are
enabled in this simulation.

To see all the menu options available on the left navigation pane, you may also need to un- expand the

expanded menu first.
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Method: @ ABA ) Certficate () Both

AR Server Group: |LOCAL = [ Menege... |
[7] Use LOCAL If Server Group fols

DG

ServerGroup: | DefaultDhS v | manage... |

(Following fields are attributes of the DNS server group selacted above.)
Servers:  |192.168.1.2 |

Domain Mame: llml'rx-hwl J

Defauit Group Paliy
GroupPolcy: |Sales v | [ Manage... |
(Following field is an attribute of the group policy selected above.)
[] Enable chentiess S5L VPN protocal

| @ rext @ Previous

[ ox J[ cocd |J[ 1o |
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This SSL VPN access method will present a kst of aliases configured for all connection profiles. You must enable the
Login Page Setting in the main paned to complete the configuration.

4 add| [ Dele ] (The table is in-ine editable.) @

é“’* Login and Logout Page Customization: | DAtCustomization v | Menage.. |
- General [ Enable the display of Radius Reject-Message on the login screen when authentication is rejected
; mfm 7] Enable the display of Securld messages on the login screen
—Authorization
Connection Akases

Alas Enabled

Group URLs

This S5L VPN access method will automatically select the connection profile, without the need for user selection,

ihddlﬁnde'leJ (The tabie is inine editable.) @

URL Enabled

You can chose not to run Cisco Secure Desktop (CSD) on dhent machine when using group URLs defined above to
access the ASA. (If a dient connects using a connection alias, this setting is ignored)

@) Always run CSD
() Disable CSD for both AnyConnect and Chentiess S5L VPN
(") Disable CSD for AnyConnect aniy
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Interface Specific Authentication Server Groups
% add| @ £ot| ] Delet=|

Interface

Lisername Mapping from Certificate
[] Pre-fil sername from Certificate

@ Spedfy the certificate figlds to be used as the username

Primary Fieid:  CN({CommonMame)  w
Secondary Field: |OU (Organizaionnit) =

() Use the entire DN as the usermame

() Use saript to select username

I

[“hione — <] 4 add| @ eot| @ Dclete|
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—Basc Eecondary Authenticabon Server Group
é"m Server Group: |~ None ~ | [ Manage... |
i~ Authentication [ Use LOCAL if Server Group fals :
:-.hulwmuhnn [ Use primary usemame {Hide secondary username on login page)
| NeBI0Sservers || AtrbutesSever: @ Primary ) Secondary
L_.Clientiess 551 VPN Sacsion Lsarress Sarvan (i Primary:. @) Eacondary
Interface-Spedific Secondary Authantcation Server Groups
# acd| @f cot| [ Delete|
Interface Server Group Fallback to LOCAL Use primary usemame
Lisername Mapging from Certificate
|| Pre-fill username from certificate
[ Hide username from end user
[ Fallback when a cer tificate |s unavadable
Password: (@) Prompt ) Use primary ) Use |
@ Specify the certificate fields to be used as the username.
Secandary Fed: [OU (Organzaton ) v
() Use the entire DN as the username
) Use seript to select username
[=pione — ] % add| @ £ot| @ Delete|
K]
o | | @ret_ @Fevous 1
__ o (e | [0 |

i el Corfiguns Boskmark Lsts St S sty spkance dspiays on M 552 1981 porial page..
EF [= e — eedor 2P . ey, o s pobe ek i 2 e e

Correotion Frafles
S T 0 220 e Owetn| @ bt | et e

Clerst Sarv Pusgrm St [ ATy — i

0 O itk cme
T |
phdet 1S B® | | B e

The No.1 IT Certification Dumps




Certify For Sure with IT Exam Dumps

http: /192, 168, 1, 2

—

[Pt torc 13 nmaren

i Py T Yy T T LT

ek ton - ]
BB Pt (e o ||| S Tl Apation Lat, Ak S G Server ik, e 7o G mrksrn o 5 g ol e ek by ke on B Assigr Suin abouws B et tatie. B
i ) Chervess S5 VPN Access
gmwﬂ-
i [ Perts @ Sogeh Pe pmart-tunnl whan S parens process, such se 8 browser, termanates.
Chent-Server P L
Cuntorurstor
iy Customanson
Portal Aiteni Buled = - =
S | | sl ] e ] e 0 0w |
T vees Contern. Geoup FolonsUner Poloss
- Lkt Ropheaton B1 Process Hame o P Asrad
) G oo
Coyruaees doess Pobins
=1 L
Encodrg
Proxy Sypans
Proues
i ot S
Content Cache B
o o | e [ o [0 10 0nsmes |
Seront Lt e e Groug Polors,Luer Polors

dgegred e

s @E | | @ sk

The No.1 IT Certification Dumps




Certify For Sure with IT Exam Dumps

—

| s
m- - — — - —_— ol
iy contrnnon, [ omors | ] sve Qe mete | Qs (Jrormd | P i cisco
& nsnirth s | Conbgure Port Formarting Lists it fhe secunty sppkance wies. 1o (rant users access to TOP-based spodontons over o deriess S VT cornecton.
1 [ Chrvfesn 15 VP9 decess Thes parameies ' erikrced i nher 8 P8 oo ol & AT ScoRL iy, o &S Sokey Sericuration. o can ddk on ® o
Cornecion Prafies
o o] ¥ | [ Dotere| HR dam
" | el e
Aty Pt Lt e Local ¥CP Prt Aeweaie Zerver emoe TE ert Descrpton Ertvedocantion Teic
| O Eb oo
[hr | []
| et (15 & | | A seoskeesm
el M
CIsco

Manage W (e DOR0ES. & o codecsos af | 8y o Bt e o extemaly o & RADCUE LA server, The (ol

[Pty imformation i referenced by WS cornmcion profies and Lser seunts.

T o [ — LG,

@ - o ] o B
[ T Turving Prowes "m‘m
fsooley [yatem Defa) Ernermal e Lo Zoael b e T grre =
et £ @ Flusncee
i | gt ]
| et 8 BA || B swsesnsm

The No.1 IT Certification Dumps



Certify For Sure with IT Exam Dumps

(¥ Chentess S5 WPH [ S WM ent | Peee BEv1 || Pesc KEv2  [7]LZTPfIPsec

- Confgure ert text messages and viLal Oues 1 CLBIOMILANON Under

| Frd:| | @ret @revon

Lon [ come ][ b |

sl
CISCO

Tree

ntmral

The No.1 IT Certification Dumps




Certify For Sure with IT Exam Dumps

-]
el =) o]

I B
| ] Smart Tunnel ol Apphcations (This feature only works with Windows platfors)

(] duko Start

Windais Dioman Mavse {potonal]: | |

it 5o wedrks i wih Diterriet Expiores on Windicnes chent o 1 Frefi on sy platioe.

Ersble | Desabie

Furveing Prosacni: m;um SR e P il ¥ Pl [F LR

| @i @ e

[l [ cos |[ b ]

The No.1 IT Certification Dumps




Certify For Sure with IT Exam Dumps

N1
cisco

bmpre b phug4rm: b S mecurity applhance. & browesr phagn @ 2 epirate mogram Fat o Wied brosser rvokes s per form o Sedeatind funcion, such as conrecling @ dent 1o @ perver s e browser
i

vt -Seprver Pugre Py Doie

—_—r

alaln
CIsco

& Panager (Wersion
P mwwmmwﬂhm«m
i WP, STy, 8 (s aOOkTHIn,
conhgure eriroemest for Bone molcatond.
& Chck Prfogen Pokcy 15 Secfy regay kevs, Ses. oervloases,
| fesp. 0 wersiorn, and I adidheas ranges for orsiogn poloes, Ad you crste
Perr—— ‘each polcy, Sece wean tad
& Plcy ey e G T P S drkdegrs S P 1 T8 ey
o o dable chedis for antvina,
Fiost fean o
[ P e — Asseusment icoree, wecy the spcicators B sl or uodate s &
Largusge Localzaten remarement for g,
s Baiarryg Afee o condigurs B prviogn polet, you £an s e i dnamc
1 o e aucess Dok DAFR). ssor e o P
‘N
[ - P
=
e teae
ﬁlhd
emate hovess
e
Cetwion Hanagment
= ot | [
| Batert ) B8 | | B wwpseoa s

The No.1 IT Certification Dumps




Certify For Sure with IT Exam Dumps

Niimm
cisco |

Scun Diniing Mariager It you corfigung
ahechs for ariers, antsprywane, and personal
anfigus ettt fof Pos

mach polcy, Secure Deskiog: Marager scde 5 rew meny lbeled wish e
ey e D 1 il Pt U ke Se P 1 The poley

b e chects for antvras,
Masrsmeer! eorae, ey the applcatons 4 mtel o updaty an s
FrQunsmens o 0e.

Wten posconfigure B preiogn pokdes, you Can assgn thim fa dynamc
BOCESS DS EAPY) BN T e Pt

Tygee So0u 15 bty
i
cisco

podex |4 FaEE | (B

The No.1 IT Certification Dumps




Certify For Sure with IT Exam Dumps

Fiow £ 1o sewrch

Rindew Help = il

BMIGMGMdHGMOMHI?M cisco
| otz Ao G Gotte Menesonet > Mot ertlkals o
Bamind o Bmsed By Expry Do Aasacated Trustponis Usage Pl ey Troe: [
JE=
==
L
L |
e | O P cae
Cortficate Exparaton Merts -

bt
mpmtdete 7 )
Pt £ Ervsbrent

et wour CHos ASS vty atvRares L and e Suctly wi an D0 Advartage o " et et bl
etcatn o etng.
W & P Bved oo el
ASTM idermry Cornbeate Wirerd
The Ciuces ASE Ilertty. you ety

I sadet BE | B seassmosm

[Tree: ige b pear

Nimim
cisco

et 15 28 | 1B s asne o

The No.1 IT Certification Dumps




Certify For Sure with IT Exam Dumps

mimm
CIsSco

The i S5, verion for the Scurty asplance B0 Adgotat 85 8 Server™s TLS WL |

The s 52, varsion for the secety acplincs b pegotein e & ‘e’ TLEWL .

-k g b b e et 5. |Gl b medn -

D s b e it 31 (Gois - TS ol

.

&:ﬁ e DS CBC 364 485 128

M Mrdue DS CBC G =

v Medum Do TR B

T Moo DES CBC B

Ioneve Mo e B B8

Ty Pl

e ASOH APt | [ |

dos B i
i menswn ot
ﬂ gty whnt cmrefieates, f sy, sk be woed for S5 meberaraton on ath e iace. The falbhack oo tfcatr vl b Lard on e faces ot ssecaried weta cortfeats of ther own. -
) [ty ][ heser ]

] | ot a8 BESE | B wmsnseseramt

| maea 15 BE | @ ssseswwse

The No.1 IT Certification Dumps




Certify For Sure with IT Exam Dumps

e o VPH cheret, moch aw AryCoremet,
e beveek s gocured by mmmmmnm

# Py werg pr-gie. The dats fraffi beteeen semois vsers and S omorate

The 25004 e D 1" wtepm Fox conficurng Hetork (et Acoems.

Fdosang g pome mportant nomts for Bting up & comneston.
1. 851 tunnel and Bere tannel

They are oo difenent wavs o enorypd daia watte, de S5 wnnefuses S5 protecel i enorrpt dia, whie o Pies el uses Poecorptoonl. Do ArvpConnect PR et supporis S5, and [PeeoEv)
rotecs, Cods VPN Chint suprrls onfy PasciDNEy 1) prateesl.

o User i Coanedtios prolis
*_.‘ Pt eSO, | et Corracson Profie [Furmnel Geoun] o, The conrecton orofls P mcunty

P CEAAGLFE B BELA ASARESE

mmmﬂ-w Piac oorrwcton srodle in Paeciie 1) Connecton Praffes.
3. Access pobicy

A pcomes polcy nchaies She folowrg:
-mw h-w o Gk remin ke Befors 18 dosed.
- e the condions et emate TS Mt 1asafy 9 connedt, wafteare .
u&;-_uuﬂphn

P woaiigure encocnt seoarfy polices S Rrrplornect dend mmmmnwbmuﬁ-ﬂmmﬂ.

| jsteret L] B&E | | | B swsesosm

[t |5 O Fikhcms

I phott BB 8 weusomases

The No.1 IT Certification Dumps




Certify For Sure with IT Exam Dumps

'whu;ﬂ SCEP Rormarding LBL: | ]
& PonlPTy( Out || Adchem ook | | [t
Mere Optioss = A
Turrig btz [ Coemien S50 W0 S5 VP et ] Bamc REvE [ P BT LTI
- e -
remrmsriars [~uvemred AE.
S e Lagr; ] |
Ao i =
Berrecton ol (arrel gl Lok wherm= =l
[ — [Chere 3 | srie
[ o Becorrect ) Keep Be fooreeion.
PR N " | [} B
| P [ !ﬁe-n_l ]
[Coamaat | e ]

2 alaln
cIsco

o Wypaam roert for

Acorm in Fom group pobcy and aer polcy abnar syt S Taffc

-

Corti ot i

& st | el ) oete
Fiame P rabies LR Enatied desthanitcaton Server Grap o Py
Def AL s [} i R

Dt VBB il ey ] A0

] ]

| D O ik e

TR |

| Mot EB&E | wsescmm

The No.1 IT Certification Dumps




Certify For Sure with IT Exam Dumps

= el
cisco

e Cimcnr et P Clent 1o pemte The G AnvpConmect
o [ -3 e o Frarmpn Layer Sedunty (DTLS) Survele optors.
1] Eratile Cince. L e e b
TR, Accrss P (PIvI) Accees:
Ao hocesa Erahle DTLE o Access [Erable Chert Sarvioes @

e v " B | i

i =] =

e | s s

&

A e N ORI SOk Sl user Dok BT SV 10 I At

Legn Page Settrg

! M - et oo bon profe on the logn page. 3

7 Srastonen portal login page.

Cormecton Prafies

‘Correction profie (Lurrel group] soeofies. how wer @ aufenicsted and ofer parametery. Tou can confgune the meoong from o thcate B onnecion profle feoe.

3 hadil | o | e O SRt
L .2 tl| e 48 Erabied Dum B dsses Autunncaton Method Group Pelcy

it n ] ARLRAT) rsrpeniey
e sein B ® AnagiAcH L]
s I O T O N (7T Y I S
ﬂ - tabar precadercs f g LS. Otirwims, ol b el

L d cmticuts mi
[ =
: (e ][]
pudnt s B@ || ymsesrams

e L

The No.1 IT Certification Dumps




Certify For Sure with IT Exam Dumps

[Eh Yo ook wpats podee

Eﬁu-[ﬁlm i e Qe | QD rorvms | P |  cisce
| Cofewnle>RemdleAcendTL: MALealien > loallben o

IIE IIM;'MW CrEate eines I e ASA ol uoer datase,
w | Cher-Sens 95 W Aocwes.

fod s Cormre s Pt L T enable oo m TR

AL e Eronpa AR infersisfion console Eomeand mst be abled in order b oo, To erabie ARA command o iudurtarion,

Woca s | | Unermame: Previege Leve Rk} ALYESS REFFCION P4 D Py VPN G L | - Add
o Scan Image @
& ) Secore Demskcisn Manage wruatin LS. all i A
. a

5 [ ]
|| e i cervicate Maregement ! " - Palley = -

sra B Ot cme

= bl |
cisco
[ -
| ]
| Cwemty
A
.l=|
=
“Move i
Foer Do
| Taut
g
By
| e (B 9 O Fltsih
ﬂ;".! | B
ke s @@ B e

Which four tunneling protocols are enabled in the DfltGrpPolicy group policy? (Choose four)
A. Clientless SSL VPN

B. SSL VPN Client

C.PPTP

D. L2TP/IPsec

E. IPsec IKEv1

F. IPsec IKEv2

Answer: AD,EF
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Explanation:
By clicking one the Configuration-> Remote Access -> Clientless CCL VPN Access-> Group Policies tab

you can view the DfltGrpPolicy protocols as shown below:

Virtual Terminal - =]
Save (¥ Refresh | () Back () Forvward | % Help | [a
2 I
= Manage VPN group palicies. A VPN group is a collection of user-oriented authorization attributefvalue pairs that may be stored internally on the device o
policy information is referenced by VPN connection profiles and user accounts.
To enforce authorization attributes from 2n LDAP server you must use an LDAP attribute map.
~ ] Bookmarks 4 Add -| (& Edit| ] Delete £ Accion|
Client-Server Plug-ns
B Connec
Customization Name Type Tunnelng Protocol F
Help Customizadon
ortal Access Rules
- part Forwarding I DfitGrpPelicy (System Default) Internal tkev 1;ikey 2;sel-clientless; 2tp-ipsec Defaultr =
Smart Tunnels k-
- web Contents
- @D} VDI Access
L
Ml Dynamic Access Polcies
=+ Advanced
.- [T
Microsoft KCD Server
420 Web ACLS
gl AAA/Local Users sl
4 it »
| &, pevice setup | _[7
4 _ i v
SBcenzrio Questions TOPOLOGY

187. What IPSec mode is used to encrypt traffic between a server and VPN endpoint?
A. tunnel

B. Trunk

C. Aggregated

D. Quick

E. Transport

Answer: E

188. A data breach has occurred and your company database has been copied. Which security principle
has been violated?

A. confidentiality

B. availability

C. access

D. control

Answer: A
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189. Which type of security control is defense in depth?

A. Threat mitigation

B. Risk analysis

C. Botnet mitigation

D. Overt and covert channels

Answer: A

190. What are two uses of SIEM software? (Choose two.)
A. collecting and archiving syslog data

B. alerting administrators to security events in real time
C. performing automatic network audits

D. configuring firewall and IDS devices

E. scanning email for suspicious attachments

Answer: AB

191. Which statement about I0S privilege levels is true?

A. Each privilege level supports the commands at its own level and all levels below it.
B. Each privilege level supports the commands at its own level and all levels above it.
C. Privilege-level commands are set explicitly for each user.

D. Each privilege level is independent of all other privilege levels.

Answer: A

192. A proxy firewall protects against which type of attack?
A. cross-site scripting attack

B. worm traffic

C. port scanning

D. DDoS attacks

Answer: A

193. Which two options are the primary deployment models for mobile device management? (Choose two)
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A. Single-site

B. hybrid cloud-based
C. on-permises

D. Cloud based

E. Multisite

Answer: C,D

Explanation: https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Borderless_Networks/Unified_A

ccess/BYOD_Design_Guide/BYOD_MDM_ Int.pdf

194. DRAG DROP

Drag the recommendations on the left to the Cryptographic Algorithms on the right. Options will be used

more than once.

DES
Avoid
3DES
Legacy
MD5
SHA-1
HMAC-MD5
Answer
_______________ . Lo
i |
| Avoid
Avoid |

I . - =
________________ = -

| [ Legacy
| Legacy [ - a
| | - =

Avoid
el -

Legacy
= =

Legacy
ot -
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Explanation: DES = Avoid 3DES = Legacy

MD5 = Avoid SHA-1 = Legacy
HMAC-MD5 = Legacy

https://www.cisco.com/c/en/us/about/security-center/next-generation-cryptography.html

195. What mechanism does asymmetric cryptography use to secure data?
A. a public/private key pair

B. shared secret keys

C. an RSA nonce

D. an MD5 hash

Answer: A

196. Which protocols use encryption to protect the confidentiality of data transmitted between two parties?
(Choose two.)

A.FTP

B. SSH

C. Telnet

D. AAA

E. HTTPS

F.HTTP

Answer: B,E

197. When an administrator initiates a device wipe command from the ISE, what is the immediate effect?
A. It requests the administrator to choose between erasing all device data or only managed corporate data.
B. It requests the administrator to enter the device PIN or password before proceeding with the operation.
C. It notifies the device user and proceeds with the erase operation.

D. It immediately erases all data on the device.

Answer: A

198. What encryption technology has broadest platform support
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A. hardware
B. middleware
C. Software
D. File level

Answer: C

199. SSL certificates are issued by Certificate Authority(CA) are?
A. Trusted root
B. Not trusted

Answer: A

200. Which type of PVLAN port allows communication from all port types?
A. isolated

B. community

C. in-line

D. promiscuous

Answer: D

201. What is the purpose of the Integrity component of the CIA triad?
A. to ensure that only authorized parties can modify data

B. to determine whether data is relevant

C. to create a process for accessing data

D. to ensure that only authorized parties can view data

Answer: A

202. You have implemented a Sourcefire IPS and configured it to block certain addresses utilizing Security

Intelligence IP Address Reputation. A user calls and is not able to access a certain IP address. What action

can you take to allow the user access to the IP address?
A. Create a whitelist and add the appropriate IP address to allow the traffic.

B. Create a custom blacklist to allow the traffic.
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C. Create a user based access control rule to allow the traffic.
D. Create a network based access control rule to allow the traffic.
E. Create a rule to bypass inspection to allow the traffic.

Answer: A

203. In what type of attack does an attacker virtually change a device's burned-in address in an attempt to
circumvent access lists and mask the device's true identity?

A. gratuitous ARP

B. ARP poisoning

C. IP spoofing

D. MAC spoofing

Answer: D

204. What does the command crypto isakmp nat-traversal do?
A. Enables udp port 4500 on all IPsec enabled interfaces
B. rebooting the ASA the global command

Answer: A

205. What security feature allows a private IP address to access the Internet by translating it to a public
address?

A.NAT

B. hairpinning

C. Trusted Network Detection

D. Certification Authority

Answer: A

206. Which type of social-engineering attacks uses normal telephone service as the attack vector?
A. vishing
B. phising

C. smishing
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D. war dialing

Answer: B

207. Which IPS mode is less secure than other options but allows optimal network throughput?

A. Promiscuous mode

B. inline mode

C. transparent mode

D. inline-bypass mode

Answer: A

Explanation: The recommended IPS deployment mode depends on the goals and policies of the enterprise.
IPS inline mode is more secure because of its ability to stop malicious traffic in real-time, however it may
impact traffic throughput if not properly designed or sized. Conversely, IPS promiscuous mode has less
impact on traffic throughput but is less secure because there may be a delay in reacting to the malicious
traffic. https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Security/SAFE_RG/safesmallen

tnetworks.html

208. Which command verifies phase 1 of an IPsec VPN on a Cisco router?
A. show crypto map

B. show crypto ipsec sa

C. show crypto isakmp sa

D. show crypto engine connection active

Answer: C

209. Which four tasks are required when you configure Cisco I0S IPS using the Cisco Configuration
Professional IPS wizard? (Choose four.)

A. Select the interface(s) to apply the IPS rule.

B. Select the traffic flow direction that should be applied by the IPS rule.

C. Add or remove IPS alerts actions based on the risk rating.

D. Specify the signature file and the Cisco public key.

E. Select the IPS bypass mode (fail-open or fail-close).
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F. Specify the configuration location and select the category of signatures to be applied to the select
interface(s).

Answer: A,B,D,F

Explanation:
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6634/prod_white_paper0900aecd8
066d265.html

Step 11. At the "Select Interfaces' screen, select the interface and the direction that IOS IPS will be applied

to, then click "Next' to continue.

IPS Policies Wizard rz
Select Interfaces
Selectthe Interfaces to which the IPS rule should be applied, Also choose whether the e
should be appliad 1o inbound of oulbound
Interfaca Mame | Inbound | Duthound
FastEthemetO ' i r
FastEthemetin . W r
IDS-Sensorlii ' I r
Yiani . I b
Vian193 . I (=
<Back | Nex» | | cancel| Heip |

Step 12. At the "IPS Policies Wizard' screen, in the "Signature File' section, select the first radio button
"Specify the signature file you want to use with 10S IPS", then click the "..." button to bring up a dialog box
to specify the location of the signature package file, which will be the directory specified in Step 6. In this

example, we use tftp to download the signature package to the router.
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Specify Signature File [§|

" Specify signature file an flash

| [v]

f« Specify signature file using URL

Protocol; it -]
g 110.1.1.2511108-8353-CLIpky
Example: hittp:10.10.10.1/108-5259-CLILpko

(" Specify signature file on the PC
| wse. |

]9 | Cancel | Help |

Step 13. In the "Configure Public Key' section, enter “realm-cisco.pub' in the "Name' text field, then copy
and paste the following public key's key-string in the "Key' text field. This public key can be downloaded
from

Cisco.com at: http://www.cisco.com/pcgi-bin/tablebuild.pl/ios-v5sigup. Click "Next' to continue.
30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101

00C19E93 A8AF124A D6CC7A24 5097A975 206BE3A2 06FBA13F 6F12CB5B 4E441F16

17E630D5 C02AC252 912BE27F 37FDD9C8 11FC7AF7 DCDD81D9 43CDABC3

6007D128

B199ABCB D34EDOF9 085FADC1 359C189E F30AF10A COEFB624 7E0764BF 3E53053E
5B2146A9 D7A5EDE3 0298AF03 DED7A5B8 9479039D 20F30663 9AC64B93 C0112A35 FE3F0C87
89BCB7BB 994AE74C FA9E481D F65875D6 85EAF974 6D9CC8E3 FOB08B85

50437722 FFBE85B9 5E4189FF CC189CB9 69C46F9C A84DFBAS5 7A0AF99E AD768C36

006CF498 079F88F8 A3B3FB1F 9FB7B3CB 5539E1D1 9693CCBB 551F78D2 892356AE

2F56D826 8918EF3C 80CA4F4D 87BFCA3B BFF668E9 689782A5 CF31CB6E B4B094D3

F3020301 0001
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5 Policies Wizard ri
Signature File and Public Key

Signature Fila
i Spacity the signature file you want to use with 105 IPS.

Signature File: [Mpa10.1.1.251108-8353-CLI pky i

™ Gel the latest signature file fram Cisco com and save 1o PC

| Lewe |
[ Towiiaad |

Configure Public Key

Name ifE'ﬂn'ﬁ'l:iSl:lJ pub

Ky 30820123 30000609 2ABGAB8E FTODO101 0105 ~
DO0C19E93 ASAF 1244 DECCTAZY S007AGTS 2061
I1TEG30DS CO2ACTEST B1IBE2TF ITFDDACA 118
B199ABCE DIMEDOFT OB5FADCT I59CIBIEFS
58214643 DTASEDES 0298AF03 DEDTASEE 947 »

< 2

<Back | Nex» | | cancer| e |

210. When AAA login authentication is configured on Cisco routers, which two authentication methods
should be used as the final method to ensure that the administrator can still log in to the router in case the
external AAA server fails? (Choose two.)

A. group RADIUS

B. group TACACS+

C. local

D. krb5

E. enable

F. if-authenticated

Answer: C,E

Explanation:
http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scftplus.htmITACACS+
Authentication Examples

The following example shows how to configure TACACS+ as the security protocol for PPP authentication:
aaa new-model

aaa authentication ppp test group tacacs+ local tacacs-server host 10.1.2.3
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tacacs-server key goaway interface serial 0

ppp authentication chap pap test

The lines in the preceding sample configuration are defined as follows:

*The aaa new-model command enables the AAA security services.

*The aaa authentication command defines a method list, "test," to be used on serial interfaces running PPP.
The keyword group tacacs+ means that authentication will be done through TACACS+. If TACACS+
returns an ERROR of some sort during authentication, the keyword local indicates that authentication will
be attempted using the local database on the network access server.
http://www.cisco.com/en/US/tech/tk59/technologies_tech_note09186a00800946a3.shtml Authentication
Start to configure TAC+ on the router.

Enter enable mode and type configure terminal before the command set. This command syntax ensures
that you are not locked out of the router initially, providing the tac_plus_executable is not running:

I--- Turn on TAC+. aaa new-model

enable password whatever

I--- These are lists of authentication methods.

I--- "linmethod", "vtymethod", "conmethod", and

l--- so on are names of lists, and the methods

I--- listed on the same lines are the methods

l--- in the order to be tried. As used here, if

I--- authentication fails due to the

I--- tac_plus_executable not being started, the

l--- enable password is accepted because

I--- it is in each list.

|

aaa authentication login linmethod tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa

authentication login conmethod tacacs+ enable

211. By default, how does a zone-based firewall handle traffic to and from the self zone?
A. It permits all traffic without inspection.

B. It inspects all traffic to determine how it is handled.
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C. it permits all traffic after inspection
D. it drops all traffic.

Answer: C

212. Which type of firewall can act on the behalf of the end device?
A. Stateful packet

B. Application

C. Packet

D. Proxy

Answer: D

213. When a switch has multiple links connected to a downstream switch, what is the first step that STP
takes to prevent loops?

A. STP elects the root bridge

B. STP selects the root port

C. STP selects the designated port

D. STP blocks one of the ports

Answer: A

214. When a company puts a security policy in place, what is the effect on the company’s business?
A. Minimizing risk

B. Minimizing total cost of ownership

C. Minimizing liability

D. Maximizing compliance

Answer: A

215. Which Cisco Security Manager application collects information about device status and uses it to
generate notifications and alerts?
A. FlexConfig

B. Device Manager
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C. Report Manager

D. Health and Performance Monitor

Answer: D

216. What can the SMTP preprocessor in FirePOWER normalize?

A. It can extract and decode email attachments in client to server traffic.
B. It can look up the email sender.

C. It compares known threats to the email sender.

D. It can forward the SMTP traffic to an email filter server.

E. It uses the Traffic Anomaly Detector.

Answer: A

217. Which statement about the communication between interfaces on the same security level is true?
A. Interfaces on the same security level require additional configuration to permit inter- interface
communication.

B. Configuring interfaces on the same security level can cause asymmetric routing.

C. All traffic is allowed by default between interfaces on the same security level.

D. You can configure only one interface on an individual security level.

Answer: A

218. In which three ways does the RADIUS protocol differ from TACACS? (Choose three.)

A. RADIUS uses UDP to communicate with the NAS.

B. RADIUS encrypts only the password field in an authentication packet.

C. RADIUS authenticates and authorizes simultaneously, causing fewer packets to be transmitted.
D. RADIUS uses TCP to communicate with the NAS.

E. RADIUS can encrypt the entire packet that is sent to the NAS.

F. RADIUS supports per-command authorization.

Answer: A B,C

219. Which three statements about Cisco host-based IPS solutions are true? (Choose three.)

The No.1 IT Certification Dumps



Certify For Sure with IT Exam Dumps

A. It can view encrypted files.

B. It can have more restrictive policies than network-based IPS.
C. It can generate alerts based on behavior at the desktop level.
D. It can be deployed at the perimeter.

E. It uses signature-based policies.

F. It works with deployed firewalls.

Answer: AB,C

220. What type of security support is provided by the Open Web Application Security Project?
A. Education about common Web site vulnerabilities.

B. A Web site security framework.

C. A security discussion forum for Web site developers.

D. Scoring of common vulnerabilities and exposures.

Answer: A

221. Refer to the exhibit.

crypto ipsec transform-3et myset esp-mdi-hmac esp-aes-256

What is the effect of the given command?

A. It merges authentication and encryption methods to protect traffic that matches an ACL.
B. It configures the network to use a different transform set between peers.

C. It configures encryption for MD5 HMAC.

D. It configures authentication as AES 256.

Answer: A

222. Which syslog severity level is level number 77?
A. Warning

B. Informational

C. Notification

D. Debugging
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Answer: D

223. What is a benefit of a web application firewall?

A. It blocks known vulnerabilities without patching applications.
B. It simplifies troubleshooting.

C. It accelerates web traffic.

D. It supports all networking protocols.

Answer: A

224. Which options are filtering options used to display SDEE message types? (Choose two.)
A. stop

B. none

C. error

D. all

Answer: C,D

225. Which two statements about stateless firewalls are true? (Choose two.)

A. They compare the 5-tuple of each incoming packet against configurable rules.

B. They cannot track connections.

C. They are designed to work most efficiently with stateless protocols such as HTTP or HTTPS.
D. Cisco 10S cannot implement them because the platform is stateful by nature.

E. The Cisco ASA is implicitly stateless because it blocks all traffic by default.

Answer: A,B

226. In which three ways does the TACACS protocol differ from RADIUS? (Choose three.)

A. TACACS uses TCP to communicate with the NAS.

B. TACACS can encrypt the entire packet that is sent to the NAS.

C. TACACS supports per-command authorization.

D. TACACS authenticates and authorizes simultaneously, causing fewer packets to be transmitted.

E. TACACS uses UDP to communicate with the NAS.
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F. TACACS encrypts only the password field in an authentication packet.

Answer: A B,C

227. Refer to the exhibit.

209.114.111.1 configured, ipv4, sane, wvalid, stratum 2

ref ID 13Z.163.4.103 , time DT7ADIZAD.SDEFCSTE (03:17:33.6814 UTC Sun Aug 31 Z014)
our mode client, peer mode server, our poll intvl €4, peer poll intvl 64

root delay 46.34 msec, root disp 23.5Z, reach 1, sync dist 28B. 59

delay £3.27 msec, offset 7.95317 msec, dispersion 1B7.5&8, jitter 2.07 msec
precigion 2**I3, version 4

204.2.134. 164 configured, ipv4, sane, valid, stratum 2

ref ID 241.199.1£4.101, time DTADI415.SEBS5ZT72ZE (03:25:13.615 UTC Sun Aug 31 Z014)
our mode client, peer mode server, our poll imtvl €4, peer poll intvl Z5&

root delay 30.83 msec, root disp 4.88, reach 1, syne dist 2Z23.80

delay Z28.89 msec, offset £.4331 msec, dispersion 1B7.55, jitter 1.39 msec
precision Z**20, version 4

192.168.10.7 configured, ipv4, our master, sane, valid, stratum 3

ref ID 108.61.73.243 , time DTADODBF.AETSAZ3A (D2:57:19.68B1 UTC Sun Aug 31 Z014)
our mode client, peer mode server, our poll intvl £4, peer poll intvl £4

root delay 85.45 msec, root disp 87.82, reach 377, =zynec dist 134.25

delay 0.89 msec, offset 19.5087 msec, dispersion 1.&%9, jictter 0.B4 msec
precigion Z**32, version 4

With which NTP server has the router synchronized?
A. 192.168.10.7

B. 108.61.73.243

C.209.114.111.1

D. 132.163.4.103

E. 204.2.134.164

F.241.199.164.101

Answer: A

228. Which type of address translation should be used when a Cisco ASA is in transparent mode?
A. Static NAT

B. Dynamic NAT

C. Overload

D. Dynamic PAT

Answer: A
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229. What VPN feature allows Internet traffic and local LAN/WAN traffic to use the same network
connection?

A. split tunneling

B. hairpinning

C. tunnel mode

D. transparent mode

Answer: A

230. Which product can be used to provide application layer protection for TCP port 25 traffic?
A.ESA
B. CWS
C. WSA
D. ASA

Answer: A

231. What is the purpose of a honeypot IPS?
A. To create customized policies

B. To detect unknown attacks

C. To normalize streams

D. To collect information about attacks

Answer: D

232. Which type of firewall can serve as the intermediary between a client and a server?
A. Application firewall

B. stateless firewall

C. Personal firewall

D. Proxy firewall

Answer: D

Explanation: http://searchsecurity.techtarget.com/definition/proxy-firewall
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233. What are the primary attack methods of VLAN hopping? (Choose two.)

A. VoIP hopping

B. Switch spoofing

C. CAM-table overflow
D. Double tagging

Answer: B,D

234. Which of the following commands result in a secure bootset? (Choose all that apply.)
A. secure boot-set

B. secure boot-config

C. secure boot-files

D. secure boot-image

Answer: B,D

235. Which option is a weakness in an information system that an attacker might leverage to gain
unauthorized access to the system or its data?

A. hack

B. mitigation

C. risk

D. vulnerability

E. exploit

Answer: D

Explanation: vulnerability A flaw or weakness in a system'’s design or implementation that could be

exploited.

236. How does a zone paid handle traffic if the policy definition of the zone pair is missing?
A. It permits all traffic without logging.

B. it drops all traffic

C. it permits and logs all traffic

D. it inspects all traffic
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Answer: B

237. Which two features do CoPP and CPPr use to protect the control plane? (Choose two.)
A. QoS

B. traffic classification

C. access lists

D. policy maps

E. class maps

F. Cisco Express Forwarding

Answer: AB

238. Scenario

In this simulation, you have access to ASDM only. Review the various ASA configurations using ASDM
then answer the five multiple choice questions about the ASA SSLVPN configurations.

To access ASDM, click the ASA icon in the topology diagram. Note: Not all ASDM functionalities are
enabled in this simulation.

To see all the menu options available on the left navigation pane, you may also need to un- expand the

expanded menu first.
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Method: @ ABA ) Certficate () Both

AR Server Group: |LOCAL = [ Menege... |
[7] Use LOCAL If Server Group fols

DG

ServerGroup: | DefaultDhS v | manage... |

(Following fields are attributes of the DNS server group selacted above.)
Servers:  |192.168.1.2 |

Domain Mame: llml'rx-hwl J

Default Group Policy
Group Policy: |Sales

v || Manage... |

(Following field is an attribute of the group polcy selected above.)
[] Enable chentiess S5L VPN protocal

Find: | | @ rext @ Previous

[ ox J[ cocd |J[ 1o |
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This SSL VPN access method will present a kst of aliases configured for all connection profiles. You must enable the
Login Page Setting in the main paned to complete the configuration.

4 add| [ Dele ] (The table is in-ine editable.) @

é“’* Login and Logout Page Customization: | DAtCustomization v | Menage.. |
- General [ Enable the display of Radius Reject-Message on the login screen when authentication is rejected
; mfm 7] Enable the display of Securld messages on the login screen
—Authorization
Connection Akases

Alas Enabled

Group URLs

This S5L VPN access method will automatically select the connection profile, without the need for user selection,

ihddlﬁnde'leJ (The tabie is inine editable.) @

URL Enabled

You can chose not to run Cisco Secure Desktop (CSD) on dhent machine when using group URLs defined above to
access the ASA. (If a dient connects using a connection alias, this setting is ignored)

@) Always run CSD
() Disable CSD for both AnyConnect and Chentiess S5L VPN
(") Disable CSD for AnyConnect aniy
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Interface Specific Authentication Server Groups
% add| @ £ot| ] Delet=|

Interface

Lisername Mapping from Certificate
[] Pre-fil sername from Certificate

@ Spedfy the certificate figlds to be used as the username

Primary Fieid:  CN({CommonMame)  w
Secondary Field: |OU (Organizaionnit) =

() Use the entire DN as the usermame

() Use saript to select username

I

[“hione — <] 4 add| @ eot| @ Dclete|
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é"m Server Group: |~ None ~ | [ Manage... |
i~ Authentication [ Use LOCAL if Server Group fals :
:-.hulwmuhnn [ Use primary usemame {Hide secondary username on login page)
| NeBI0Sservers || AtrbutesSever: @ Primary ) Secondary
L_.Clientiess 551 VPN Sacsion Lsarress Sarvan (i Primary:. @) Eacondary
Interface-Spedific Secondary Authantcation Server Groups
# acd| @f cot| [ Delete|
Interface Server Group Fallback to LOCAL Use primary usemame
Lisername Mapging from Certificate
|| Pre-fill username from certificate
[ Hide username from end user
[ Fallback when a cer tificate |s unavadable
Password: (@) Prompt ) Use primary ) Use |
@ Specify the certificate fields to be used as the username.
Secandary Fed: [OU (Organzaton ) v
() Use the entire DN as the username
) Use seript to select username
[=pione — ] % add| @ £ot| @ Delete|
K]
o | | @ret_ @Fevous 1
__ o (e | [0 |
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Which two statements regarding the ASA VPN configurations are correct? (Choose two)

A. The ASA has a certificate issued by an external Certificate Authority associated to the
ASDM_TrustPoint1.

B. The DefaultWEBVPNGroup Connection Profile is using the AAA with RADIUS server method.
C. The Inside-SRV bookmark references thehttps://192.168.1.2URL

D. Only Clientless SSL VPN access is allowed with the Sales group policy

E. AnyConnect, IPSec IKEv1, and IPSec IKEv2 VPN access is enabled on the outside

interface
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F. The Inside-SRV bookmark has not been applied to the Sales group policy
Answer: B,C
Explanation:

For B:
Virtus! Terminell =[5l

& E =are Interface Allow Access ["
‘ar
e o
it ’ (T —
Port: s
Customization nside
Help Customization
2+ Portal Access Rules
% Port Fararding L Bypass interface access lists for inbound VPN sessions
Smart Tumnels W Access lists from group policy and user polcy always apply to the traffic,
i Login Page Setting
= Group Policies : ]
- Hlo Dynamic Access Policies [] Allow user to select connection profile on the login page. @
bk E::ghg [7] Allow user to enter internal password on the login page.
Proxy Bypass Shutdown partal login page.
Proxies =
Java Code Signer Iconnection Proflles
Content Cache
Content Rewrite Connection pro‘ile (tunnel group) spedifies how user is authenticated and other parameters. You can configure the mapping from certificate to connect
Application Helper | ; ’7 r ‘
- o 4 acd|[# Edit ] Delete| | Find: |© © [ Metch case
Micrasoft KON Server
42t iWeb ACLs Mamz Enabled Alisses Authentication Method
53-8 AAALocal Users = DefaultRAGroup ABA(RAD)
3 ol -l DefattWERVPNGroUp ABARAD)
Y I R S 7T
& Device Setup
@ Remote Access VPN
28 Site vt Pt I
For C, Navigate to the Bookmarks tab:
_ I— 159
? ;:e::i:‘z:::mt) —_— Configure Bookmark Lists that the security appliance displays or the S5L VPN portal page,
Clientless SSL VPN Access This parameter is enforced in either a VPN aroup policy, & dynamic sccess policy, or a user policy configuration. You can dick on Assign button to assign |
% add| @ edit { Delete| & mport| & Export {EA Assion
m il | | |
7 Client-5erver Plug-ns Bookmarks Group Policies/DAPs/LOCAL Users Using the Bookmarks
Custamization

Template
Help Customization

Portal Access Rules
Port Forwarding
-5y Smart Tunnels
T2, Web Contents
I Access
Group Polcies

Then hit “edit” and you will see this:
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Bookmark List Mame: Inside-SRV

Bookmark Title

Inside Server

http://192.168.1.2

Edi

| Add |
| Delete | |

Mowe Up

Mowe Down

#|-{ Clientless S5L VPN Access
m- ABAfLocal Users

g8 Host Scan Image

1+-f34 Secure Desktop Manager
=) [@ Certificate Management

Identity Certificates

&y Trusted Certificate Pool
&y Code Signer

£-[ER Local Certificate Authority
- [y ca server

- |23 Manage User Database

- Language Localization
+-28 | pad Balancing
. f DCP Server

e DS
- B} Advanced

4 il 3

+-[E Manzge User Certificates

& Device Seiu; ”
Z‘_ri i

Note E:

Associated Trustpoints
ASDM_TrustPointl

Iscued By

nostname =P 17-ASA.sec. .. {hostname =P 17-ASA.sec. .. |11:10:33 pst Dec 20 2024 General Purpose

i © © [JMatch Case

Certificate Expiration Alerts
Send the first alert before : 50 | (days)
Repeat Alert Interval ‘?4' (days)
Public CA Erroliment

Get your Cisco ASA security appliance up and running quiddy with an 55 Advantage digital certificate from Entrust. Entrust ofers Cisco customers a sp.
certificates for testing,

[ Enrol ASA 5L certificate with Entrust._|

S, |
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[} Cisco ASDM 7.5or ASA - 102.168.1.1
File VewW!zards Window Help TYR

@ mmew D Menitaring | B Save GReﬁ'esh ‘ °Eack Q‘Dh rard | @ Help

' Remote Access VPN & ? | Confiquration > Remote Access VPN = Network (Client) Access > AnyConnect Connection

2 Iﬂr;i:mm[) — The security appliance automatically deploys the Cisco AnvConnect VPN Client to remote users upan connection. The initial dient deployment requires er

i VPN Client supports IPsec (IKEv2) tunnel as wel as 551 tunnel with Datagram Transport Layer Security (DTLS) tunneling options.
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["] Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below

Access lists from group policy and user policy always apply to the traffic.

Certificate Management

Login Page Setting
Language Localization

B8 | 5ad Balancirg [¥] Allow user to select connection profile on the login page. @)
. DHCP S¢ =n
i l? DS . I"| shutdown portal login page.

- ) Advanced
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Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configurs the mapping from certificate to cornecti
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239. Which command causes a Layer 2 switch interface to operate as a Layer 3 interface?
A. no switchport nonnegotiate

B. switchport

C. no switchport mode dynamic auto

D. no switchport

Answer: D

240. What port option in a PVLAN that can communicate with every other ports...
A. promiscous

Answer: A

241. Which type of layer 2 attack enables the attacker to intercept traffic that is intended for one specific
recipient?

A. BPDU attack

B. DHCP Starvation

C. CAM table overflow

D. MAC address spoofing

Answer: D

242. Which type of attack is directed against the network directly:
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A. Denial of Service

B. phishing
C. trojan horse

Answer: A

243. What is the default timeout interval during which a router waits for responses from a TACACS server
before declaring a timeout failure?

A. 5 seconds

B. 10 seconds

C. 15 seconds

D. 20 seconds

Answer: A

244, Which two authentication types does OSPF support? (Choose two.)
A. plaintext

B. MD5

C. HMAC

D. AES 256

E. SHA-1

F. DES

Answer: A,B

245. Which security term refers to a person, property, or data of value to a company?
A. Risk

B. Asset

C. Threat prevention

D. Mitigation technique

Answer: B

246. Which wildcard mask is associated with a subnet mask of /277
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A.0.0.0.31

B. 0.0.027
C. 0.0.0.224
D. 0.0.0.255

Answer: A

247. Which quantifiable item should you consider when your organization adopts new technologies?
A. threats

B. vulnerability

C. risk

D. exploits

Answer: C

248. Which three statements are characteristics of DHCP Spoofing? (choose three)
A. Arp Poisoning

B. Modify Traffic in transit

C. Used to perform man-in-the-middle attack

D. Physically modify the network gateway

E. Protect the identity of the attacker by masking the DHCP address

F. can access most network devices

Answer: AB,C

249. You are the security administrator for a large enterprise network with many remote locations. You
have been given the assignment to deploy a Cisco IPS solution.

Where in the network would be the best place to deploy Cisco IOS IPS?

A. Inside the firewall of the corporate headquarters Internet connection

B. At the entry point into the data center

C. Outside the firewall of the corporate headquarters Internet connection

D. At remote branch offices

Answer: D
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Explanation:
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6634/product_data_sheet0900aecd

803137cf.html

Product Overview

In today's business environment, network intruders and attackers can come from outside or

inside the network.

They can launch distributed denial-of-service attacks, they can attack Internet connections, and they can
exploit network and host vulnerabilities. At the same time, Internet worms and viruses can spread across
the world in a matter of minutes. There is often no time to wait for human intervention-the network itself
must possess the intelligence to recognize and mitigate these attacks, threats, exploits, worms and viruses.
Cisco 10S Intrusion Prevention System (IPS) is an inline, deep-packet inspection-based solution that
enables Cisco |IOS Software to effectively mitigate a wide range of network attacks. While it is common
practice to defend against attacks by inspecting traffic at data centers and corporate headquarters,
distributing the network level defense to stop malicious traffic close to its entry point at branch or
telecommuter offices is also critical. Cisco IOS IPS: Major Use Cases and Key Benefits

I0S IPS helps to protect your network in 5 ways:

Corporate Headquarters
Internet
Client Mail
PCs Server
App. Data
Server

Server

_ _ to the Network Edge
Use IPS and Firewall on a Apply PSonTifficFrom | Apply IS and Firewall an

Cisco Router for Worm Branch to HQ to Stop Worms Branch Router to Protect
Protection and Attacks From Infected Local Servers at the Branch
Branch PCs From Altacks
Awoid Meed for a Separate
o Sﬂﬂ‘ﬂf,' PCi Gmpliam:-& Tr.BnEpBrent [!ayer 2' D:?ICB o FFOIE:[ 5::.:“5
Requirements IPS

Key Benefits:

* Provides network-wide, distributed protection from many attacks, exploits, worms and viruses exploiting
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vulnerabilities in operating systems and applications.

* Eliminates the need for a standalone IPS device at branch and telecommuter offices as well as small and
medium-sized business networks.

* Unique, risk rating based signature event action processor dramatically improves the ease of
management of IPS policies.

« Offers field-customizable worm and attack signature set and event actions.

« Offers inline inspection of traffic passing through any combination of router LAN and WAN

interfaces in both directions.

» Works with Cisco IOS® Firewall, control-plane policing, and other Cisco IOS Software security features to
protect the router and networks behind the router.

» Supports more than 3700 signatures from the same signature database available for Cisco Intrusion

Prevention System (IPS) appliances.

250. Which command is needed to enable SSH support on a Cisco Router?
A. crypto key lock rsa

B. crypto key generate rsa

C. crypto key zeroize rsa

D. crypto key unlock rsa

Answer: B

251. When Cisco 10S zone-based policy firewall is configured, which three actions can be applied to a
traffic class? (Choose three.)

A. pass

B. police

C. inspect

D. drop

E. queue

F. shape

Answer: A,C,D

Explanation:
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http://www.cisco.com/en/US/products/sw/secursw/ps1018/products_tech_note09186a0080 8bc994.shtml

Zone-Based Policy Firewall Actions

ZFW provides three actions for traffic that traverses from one zone to another:

Drop — This is the default action for all traffic, as applied by the "class class-default”" that terminates every
inspect-type policy-map. Other class-maps within a policy-map can also be configured to drop unwanted
traffic.

Traffic that is handled by the drop action is "silently" dropped (i.e., no notification of the drop is sent to the
relevant end-host) by the ZFW, as opposed to an ACL's behavior of sending an ICMP “host unreachable”
message to the host that sent the denied traffic. Currently, there is not an option to change the "silent drop"
behavior. The log option can be added with drop for syslog notification that traffic was dropped by the
firewall.

Pass — This action allows the router to forward traffic from one zone to another. The pass action does not
track the state of connections or sessions within the traffic. Pass only allows the traffic in one direction. A
corresponding policy must be applied to allow return traffic to pass in the opposite direction. The pass
action is useful for protocols such as IPSec ESP, IPSec AH, ISAKMP, and other inherently secure protocols
with predictable behavior. However, most application traffic is better handled in the ZFW with the inspect
action.

Inspect—The inspect action offers state-based traffic control. For example, if traffic from the private zone to
the Internet zone in the earlier example network is inspected, the router maintains connection or session
information for TCP and User Datagram Protocol (UDP) traffic. Therefore, the router permits return traffic
sent from Internet-zone hosts in reply to private zone connection requests. Also, inspect can provide
application inspection and control for certain service protocols that might carry vulnerable or sensitive
application traffic.

Audit-trail can be applied with a parameter-map to record connection/session start, stop, duration, the data

volume transferred, and source and destination addresses.

252. Refer to the exhibit.

dst src state conn-id 3lot
o T O i 1 o S B 0 e MM NO STATE 1 0

While troubleshooting site-to-site VPN, you issued the show crypto isakmp sa command. What does the
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given output show?

A. IKE Phase 1 main mode was created on 10.1.1.5, but it failed to negotiate with 10.10.10.2.

B. IKE Phase 1 main mode has successfully negotiated between 10.1.1.5 and 10.10.10.2.

C. IKE Phase 1 aggressive mode was created on 10.1.1.5, but it failed to negotiate with 10.10.10.2.
D. IKE Phase 1 aggressive mode has successfully negotiated between 10.1.1.5 and 10.10.10.2.

Answer: A

253. Which statement about personal firewalls is true?

A. They can protect a system by denying probing requests.

B. They are resilient against kernel attacks.

C. They can protect email messages and private documents in a similar way to a VPN.
D. They can protect the network against attacks.

Answer: A

254. What are two default Cisco 10S privilege levels? (Choose two.)
A.0

B. 1

C.5

D.7

E. 10

F. 15

Answer: B,F

255. In which type of attack does an attacker send email messages that ask the recipient to click a link such
as https://www.cisco.net.cc/securelogon?

A. phishing

B. pharming

C. solicitation

D. secure transaction

Answer: A
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256. Which two characteristics of symmetric encryption are true? (Choose two)
A. It uses digital certificates.

B. It uses a public key and a private key to encrypt and decrypt traffic.

C. it requires more resources than asymmetric encryption

D. it is faster than asymmetric encryption

E. It uses the same key to encrypt and decrypt the traffic.

Answer: B,E

Explanation: http://searchsecurity.techtarget.com/definition/secret-key-algorithm

257. What'’s the technology that you can use to prevent non malicious program to run in the computer that
is disconnected from the network?

A. Firewall

B. Software Antivirus

C. Network IPS

D. Host IPS.

Answer: D

258. Which option is the default value for the Diffie—Hellman group when configuring a site-to- site VPN on
an ASA device?

A. Group 1

B. Group 2

C. Group 5

D. Group 7

Answer: B

259. Which network device does NTP authenticate?
A. Only the time source
B. Only the client device

C. The firewall and the client device
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D. The client device and the time source

Answer: A

260. Refer to the exhibit.

tacacs serwver tacacsl
address ipv4d 1.1.1.1
timeout 20
single-connection

tacacs server tacacsZ
address ipwvd 2.2.2.2
timeout Z0
gingle-connection

tacacs serwver tacacsl
address ipvd 3.3.3.3
timeout 20
single-connection

Which statement about the given configuration is true?

A. The single-connection command causes the device to establish one connection for all TACACS
transactions.

B. The single-connection command causes the device to process one TACACS request and then move to
the next server.

C. The timeout command causes the device to move to the next server after 20 seconds of TACACS
inactivity.

D. The router communicates with the NAS on the default port, TCP 1645.

Answer: A

261. Which IPS detection method can you use to detect attacks that based on the attackers IP addresses?
A. Policy-based

B. Anomaly-based

C. Reputation-based

D. Signature-based

Answer: C

262. Refer to the exhibit.
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Username Engineer privilege 9 pasaword 0 configure
Username Monitor privilege 8 password 0 watcher
Username HelpDesk privilege & passwvord help
Privilege exec lewel & show running

Privilege exec lewel 7 show start-up

Privilege exec lewel & configure terminal
Privilege exec lewel 10 interface

Which line in this configuration prevents the HelpDesk user from modifying the interface configuration?
A. Privilege exec level 9 configure terminal

B. Privilege exec level 10 interface

C. Username HelpDesk privilege 6 password help

D. Privilege exec level 7 show start-up

Answer: A

263. When is the best time to perform an anti-virus signature update?
A. Every time a new update is available.

B. When the local scanner has detected a new virus.

C. When a new virus is discovered in the wild.

D. When the system detects a browser hook.

Answer: A

264. When an IPS detects an attack, which action can the IPS take to prevent the attack from spreading?
A. Deny the connection inline.

B. Perform a Layer 6 reset.

C. Deploy an antimalware system.

D. Enable bypass mode.

Answer: A

265. Which feature allows a dynamic PAT pool to select the next address in the PAT pool instead of the
next port of an existing address?
A. next IP

B. round robin
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C. dynamic rotation
D. NAT address rotation

Answer: B

266. Which source port does IKE use when NAT has been detected between two VPN gateways?
A. TCP 4500

B. TCP 500

C. UDP 4500

D. UDP 500

Answer: C

267. Which alert protocol is used with Cisco IPS Manager Express to support up to 10 sensors?
A. SDEE

B. Syslog

C. SNMP

D.CSM

Answer: A

268. Which tasks is the session management path responsible for? (Choose three.)
A. Verifying IP checksums

B. Performing route lookup

C. Performing session lookup

D. Allocating NAT translations

E. Checking TCP sequence numbers

F. Checking packets against the access list

Answer: B,D,F

269. A Cisco ASA appliance has three interfaces configured. The first interface is the inside interface with a
security level of 100. The second interface is the DMZ interface with a security level of 50. The third

interface is the outside interface with a security level of 0.
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By default, without any access list configured, which five types of traffic are permitted? (Choose five.):
. outbound traffic initiated from the inside to the DMZ

. outbound traffic initiated from the DMZ to the outside

. outbound traffic initiated from the inside to the outside

. inbound traffic initiated from the outside to the DMZ

m O O W X>»

. inbound traffic initiated from the outside to the inside

M

. inbound traffic initiated from the DMZ to the inside

G. HTTP return traffic originating from the inside network and returning via the outside interface
H. HTTP return traffic originating from the inside network and returning via the DMZ interface

I. HTTP return traffic originating from the DMZ network and returning via the inside interface

J. HTTP return traffic originating from the outside network and returning via the inside interface
Answer: A,B,C,G,H

Explanation:

http://www.cisco.com/en/US/docs/security/asa/asa70/configuration/guide/intparam.html Security Level

Overview

Each interface must have a security level from 0 (lowest) to 100 (highest). For example, you should assign
your most secure network, such as the inside host network, to level 100. While the outside network
connected to the Internet can be level 0. Other networks, such as DMZs can be in between. You can assign
interfaces to the same security level. See the "Allowing Communication Between Interfaces on the Same
Security Level" section for more information.

The level controls the following behavior:

*Network access — By default, there is an implicit permit from a higher security interface to a lower security
interface (outbound). Hosts on the higher security interface can access any host on a lower security
interface. You can limit access by applying an access list to the interface. If you enable communication for
same security interfaces (see the "Allowing Communication Between Interfaces on the Same Security
Level" section), there is an implicit permit for interfaces to access other interfaces on the same security
level or lower.

*Inspection engines — Some inspection engines are dependent on the security level. For same security

interfaces, inspection engines apply to traffic in either direction.

The No.1 IT Certification Dumps



Certify For Sure with IT Exam Dumps

—NetBIOS inspection engine—Applied only for outbound connections.

—OraServ inspection engine — If a control connection for the OraServ port exists between a pair of hosts,
then only an inbound data connection is permitted through the security appliance.

*Filtering—HTTP(S) and FTP filtering applies only for outbound connections (from a higher level to a lower
level).

For same security interfaces, you can filter traffic in either direction.

*NAT control — When you enable NAT control, you must configure NAT for hosts on a higher security
interface (inside) when they access hosts on a lower security interface (outside).

Without NAT control, or for same security interfaces, you can choose to use NAT between

any interface, or you can choose not to use NAT. Keep in mind that configuring NAT for an outside interface
might require a special keyword.

sestablished command — This command allows return connections from a lower security host to a higher
security host if there is already an established connection from the higher level host to the lower level host.

For same security interfaces, you can configure established commands for both directions.

270. Which type of IPS can identify worms that are propagating in a network?
A. Policy-based IPS

B. Anomaly-based IPS

C. Reputation-based IPS

D. Signature-based IPS

Answer: B

271. Which two characteristics of the TACACS+ protocol are true? (Choose two.)
A. uses UDP ports 1645 or 1812

B. separates AAA functions

C. encrypts the body of every packet

D. offers extensive accounting capabilities

E. is an open RFC standard protocol

Answer: B,C

Explanation:
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http://www.cisco.com/en/US/tech/tk59/technologies_tech_note09186a0080094e99.shtml Packet

Encryption

RADIUS encrypts only the password in the access-request packet, from the client to the server. The
remainder of the packet is unencrypted. Other information, such as username, authorized services, and
accounting, can be captured by a third party.

TACACS+ encrypts the entire body of the packet but leaves a standard TACACS+ header. Within the
header is a field that indicates whether the body is encrypted or not. For debugging purposes, it is useful to
have the body of the packets unencrypted. However, during normal operation, the body of the packet is fully
encrypted for more secure communications.

Authentication and Authorization RADIUS combines authentication and authorization. The access-accept
packets sent by the RADIUS server to the client contain authorization information. This makes it difficult to
decouple authentication and authorization.

TACACS+ uses the AAA architecture, which separates AAA. This allows separate authentication solutions
that can still use TACACS+ for authorization and accounting. For example, with TACACSH+, it is possible to
use Kerberos authentication and TACACS+ authorization and accounting. After a NAS authenticates on a
Kerberos server, it requests authorization information from a TACACS+ server without having to
re-authenticate. The NAS informs the TACACS+ server that it has successfully authenticated on a
Kerberos server, and the server then provides authorization information.

During a session, if additional authorization checking is needed, the access server checks with a TACACS+
server to determine if the user is granted permission to use a particular command. This provides greater
control over the commands that can be executed on the access server while decoupling from the

authentication mechanism.

272. Which components does HMAC use to determine the authenticity and integrity of a message?
(Choose two.)

A. The password

B. The hash

C. The key

D. The transform set

Answer: B,C
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273. # nat (inside,outside) dynamic interface

Refer to the above. Which translation technique does this configuration result in?
A. Static NAT

B. Dynamic NAT

C. Dynamic PAT

D. Twice NAT

Answer: C

274. How to verify that TACACS+ connectivity to a device?

A. You successfully log in to the device by using the local credentials.
B. You connect to the device using SSH and receive the login prompt.
C. You successfully log in to the device by using ACS credentials.

D. You connect via console port and receive the login prompt.

Answer: B

275. Refer to the exhibit.

Stateful Firewall

192.168.1.11 ‘J — — .
f +— =
S -
/ﬁ Inside Outside

Source Port 2300 *  Destination Port 80

172.16.16.10

Using a stateful packet firewall and given an inside ACL entry of permit ip 192.16.1.0

0.0.0.255 any, what would be the resulting dynamically configured ACL for the return traffic on the outside
ACL?

A. permit tcp host 172.16.16.10 eq 80 host 192.168.1.11 eq 2300

B. permit ip 172.16.16.10 eq 80 192.168.1.0 0.0.0.255 eq 2300

C. permit tcp any eq 80 host 192.168.1.11 eq 2300

D. permit ip host 172.16.16.10 eq 80 host 192.168.1.0 0.0.0.255 eq 2300

Answer: A

Explanation:
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http://www.cisco.com/en/US/docs/security/security_management/cisco_security_manager/
security_manager/4.1/user/guide/fwinsp.html

Understanding Inspection Rules

Inspection rules configure Context-Based Access Control (CBAC) inspection commands. CBAC inspects
traffic that travels through the device to discover and manage state information for TCP and UDP sessions.
The device uses this state information to create temporary openings to allow return traffic and additional
data connections for permissible sessions.

CBAC creates temporary openings in access lists at firewall interfaces. These openings are created when
inspected traffic exits your internal network through the firewall. The openings allow returning traffic (that
would normally be blocked) and additional data channels to enter your internal network back through the
firewall. The traffic is allowed back through the firewall only if it is part of the same session as the original
traffic that triggered inspection when exiting through the firewall.

Inspection rules are applied after your access rules, so any traffic that you deny in the access rule is not
inspected. The traffic must be allowed by the access rules at both the input and output interfaces to be
inspected. Whereas access rules allow you to control connections at layer 3 (network, IP) or 4 (transport,
TCP or UDP protocol), you can use inspection rules to control traffic using application-layer protocol
session information.

For all protocols, when you inspect the protocol, the device provides the following functions:
«Automatically opens a return path for the traffic (reversing the source and destination addresses), so that
you do not need to create an access rule to allow the return traffic. Each connection is considered a session,
and the device maintains session state information and allows return traffic only for valid sessions.
Protocols that use TCP contain explicit session information, whereas for UDP applications, the device
models the equivalent of a session based on the source and destination addresses and the closeness in
time of a sequence of UDP packets.

These temporary access lists are created dynamically and are removed at the end of a

session.

*Tracks sequence numbers in all TCP packets and drops those packets with sequence numbers that are
not within expected ranges.

*Uses timeout and threshold values to manage session state information, helping to determine when to

drop sessions that do not become fully established. When a session is dropped, or reset, the device informs
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both the source and destination of the session to reset the connection, freeing up resources and helpin_g to

mitigate potential Denial of Service (DoS) attacks.

276. What are two challenges faced when deploying host-level IPS? (Choose Two)

A. The deployment must support multiple operating systems.

B. It does not provide protection for offsite computers.

C. ltis unable to provide a complete network picture of an attack.

D. It is unable to determine the outcome of every attack that it detects.

E. Itis unable to detect fragmentation attacks.

Answer: AB

Explanation:

Advantages of HIPS: The success or failure of an attack can be readily determined. A network IPS sends
an alarm upon the presence of intrusive activity but cannot always ascertain the success or failure of such
an attack. HIPS does not have to worry about fragmentation attacks or variable Time to Live (TTL) attacks
because the host stack takes care of these issues. If the network traffic stream is encrypted, HIPS has
access to the traffic in unencrypted form.

Limitations of HIPS: There are two major drawbacks to HIPS:

+ HIPS does not provide a complete network picture: Because HIPS examines information only at the local
host level, HIPS has difficulty constructing an accurate network picture or coordinating the events
happening across the entire network.

+ HIPS has a requirement to support multiple operating systems: HIPS needs to run on every system in the
network. This requires verifying support for all the different operating systems used in your network.

Source: http://www.ciscopress.com/articles/article.asp?p=1336425&seqNum=3

277. Which command is used to verify that a VPN connection is established between two endpoints and
that the connection is passing?

A. Firewall#sh crypto ipsec sa

B. Firewall#sh crypto isakmp sa

C. Firewall#debug crypto isakmp

D. Firewall#sh crypto session
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Answer: A

278. With which technology do apply integrity, confidentially and authenticate the source
A. IPSec

B. IKE

C. Certificate authority

D. Data encryption standards

Answer: A

279. Which of the following are features of IPsec transport mode? (Choose three.)
A. IPsec transport mode is used between end stations

B. IPsec transport mode is used between gateways

C. IPsec transport mode supports multicast

D. IPsec transport mode supports unicast

E. IPsec transport mode encrypts only the payload

F. IPsec transport mode encrypts the entire packet

Answer: AD,E

280. What do you use when you have a network object or group and want to use an IP address?
A. Static NAT

B. Dynamic NAT

C. identity NAT

D. Static PAT

Answer: B

281. Which two features are commonly used CoPP and CPPr to protect the control plane? (Choose two.)
A. QoS

B. traffic classification

C. access lists

D. policy maps
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E. class maps
F. Cisco Express Forwarding

Answer: A,B

282. If you change the native VLAN on the trunk port to an unused VLAN, what happens if an attacker
attempts a double-tagging attack?

A. The trunk port would go into an error-disabled state.

B. A VLAN hopping attack would be successful.

C. A VLAN hopping attack would be prevented.

D. The attacked VLAN will be pruned.

Answer: C

283. Which Firepower Management Center feature detects and blocks exploits and hack attempts?
A. intrusion prevention

B. advanced malware protection

C. content blocker

D. file control

Answer: D

284. Which firewall configuration must you perform to allow traffic to flow in both directions between two

zones?

A. You must configure two zone pairs, one for each direction.

B. You can configure a single zone pair that allows bidirectional traffic flows for any zone.

C. You can configure a single zone pair that allows bidirectional traffic flows for any zone except the self
zone.

D. You can configure a single zone pair that allows bidirectional traffic flows only if the source zone is the
less secure zone.

Answer: A

285. Which I0OS command do you enter to test authentication against a AAA server?
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A. dialer aaa suffix <suffix> password <password>

B. ppp authentication chap pap test

C. aaa authentication enable default test group tacacs+

D. test aaa-server authentication dialergroup username <user> password.

Answer: D

286. Which statement about communication over failover interfaces is true?

A. All information that is sent over the failover and stateful failover interfaces is sent as clear text by default.
B. All information that is sent over the failover interface is sent as clear text, but the stateful failover link is
encrypted by default.

C. All information that is sent over the failover and stateful failover interfaces is encrypted by default.

D. User names, passwords, and preshared keys are encrypted by default when they are sent over the
failover and stateful failover interfaces, but other information is sent as clear text.

Answer: A

287. Diffie-Hellman key exchange question
A. IKE

Answer: A

288. Within an 802.1X enabled network with the Auth Fail feature configured, when does a switch port get
placed into a restricted VLAN?

A. When 802.1X is not globally enabled on the Cisco catalyst switch

B. When AAA new-model is enabled

C. When a connected client fails to authenticate after a certain number of attempts

D. If a connected client does not support 802.1X

E. After a connected client exceeds a specific idle time

Answer: C

289. How does PEAP protect the EAP exchange?

A. It encrypts the exchange using the server certificate.
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B. It encrypts the exchange using the client certificate.
C. It validates the server-supplied certificate, and then encrypts the exchange using the client certificate.
D. It validates the client-supplied certificate, and then encrypts the exchange using the server certificate.

Answer: A

290. What is the FirePOWER impact flag used for?

A. A value that indicates the potential severity of an attack.
B. A value that the administrator assigns to each signature.
C. A value that sets the priority of a signature.

D. A value that measures the application awareness.

Answer: A

291. CORRECT TEXT

Scenario

Given the new additional connectivity requirements and the topology diagram, use ASDM to accomplish the
required ASA configurations to meet the requirements.

New additional connectivity requirements:

Once the correct ASA configurations have been configured: To access ASDM, click the ASA icon in the
topology diagram.

To access the Firefox Browser on the Outside PC, click the Outside PC icon in the topology diagram.
To access the Command prompt on the Inside PC, click the Inside PC icon in the topology diagram.
Note:

After you make the configuration changes in ASDM, remember to click Apply to apply the configuration
changes.

Not all ASDM screens are enabled in this simulation, if some screen is not enabled, try to use different
methods to configure the ASA to meet the requirements.

In this simulation, some of the ASDM screens may not look and function exactly like the real ASDM.
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@ add B ede [ff Delete | © Where Used € Not Used

FII'| ' Eﬂ"l‘:’&ﬂ
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& Network Objects
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 Traffic Classification | Defauit Inspections | Rule Actions|
Name: inspection_default
Description {optional): |

Traffic Match Criteria
7] Default Inspection Traffic
|7 Source and Destination IP Address {uses ACL)
[[] Tunnel Group
[7] TCP or UDP Destination Port

[T RTP Range

[7] IP Diffserv CodePaints (DSCP)
[7] 1P Precedence

[T Any traffic
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(I T e

% Add + [ Edt [ Delete | @ Where Used
FiJel'J |FiRer|Claa'|
Protocol  MName Source Ports Des... ICMP Descr...
L tep me citrix-ica default (1-65535) 1494 N
L tep g ctighe default (1-65535) 2748
..... tep g daytime default (1-65535) 13
“bep g discard default (1-65535) 9
-tep g domain default (1-65535) 53 %
wkep gk echo default (1-65535) 7
----- tep g exec default (1-65535) 512
“tep me finger default (1-65535) 79
.tq;. 1 ftp default {1-65535) z1
tep e Frp-data default (1-65535) 20
+tep b gopher default (1-65535) 0
i Ltep e h3zs default (1-65535) 1720
i bep g hostname default {1-65535) 101
Lkep men https default (1-65535) 443
R
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Name:
Alaces:
I Authenbcation

Method: @) AAA ) Certificate () Both

AAA Server Group: |LOCAL. v | Mensge... |
[]Use LOCAL If Server Group fais

Diss

Server Group: | DefaultDhS - lu;UMﬁ,_ni
(Following fields are attributes of the DNS server group selected above.)
Servers:  |192.168.1.2 |
Domain Mame: Il_mx-hwl J

Default Group Policy

GroupPolcy: | Sales - || Manage... |
(Following field iz an attribute of the group polcy selected above.)
[] Enable chentiess S5L VPN protocal

Fnd: | | @ rext @ Previous
[ox J[ comed |[ reb |
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Login and Logout Page Customization: | DfftCustomization =) | Manage... |
[T Enable the display of Radius Reject-Message on the login screen when authentication is rejected
[T Enable the display of Securld messages on the login screen

Connection Aliases

This S5L VPN access method will present a kst of aliases configured for all connection profiles, You must enable the
Login Page Setting in the main pane! to complete the configuration,

P Add HMEJ (The table is in-ine editable.) @
Alas Enabled
Group URLS
This S5L VPN access method wall automatically select the connection profile, without the need for user selection.
i MIHD*EJ (The table is inine editable.) @

URL Enabled

You can chose not; to run Cisco Secure Desktop (CSD) on dient machine when using group URLS defined above to
access the ASA. (If a dient connects using a connection alias, this setting is ignored)

@) Always run CSD
() Disable CSD for both AnyConnect and Chentless 551 VPN

() Disable CSD for AnyConnect only

| Fnds |

| @next @ rrevious

[ oc ][ cacd || Heb |
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Interface Specific Authentication Server Groups
% add| @ £ot| ] Delet=|

Interface

Lisername Mapping from Certificate
[] Pre-fil sername from Certificate

@ Spedfy the certificate figlds to be used as the username

PrimoryFied: [N (Commontame) v
Secondary Field: OU (OrganizationUnt) |

() Use the entire DN as the usermame

() Use saript to select username

I

[“hione — <] 4 add| @ eot| @ Dclete|
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—Bask Secondary Authentication Server Group

[=I-Advanced
e Server Group: = None ~ | [ Manage... |
—Authentication [ Use LOCAL if Server Group fals |
i <condar y Authenticat]
- Authorization [ ] Use primary usemame (Hide sacondary username on login page)
i-jms«mﬂ Atiributes Server: @ Primary () Secondary
L Clientless SSL VPN

Session Username Server: @ Primary () Secondary

Interface-Spedfic Secondary Authentication Server Groups
# Add| @f £0t| @ Delete|

Interface Server Group Falback to LOCAL Use primary usemame

Lisername Mapping from Certificate
|| Pre-fil username from certificate

[ Hede usermname from end user

[ I Fallback when a cer tificate is unavaiable

Password: (8) Prompt ) Use primary ) Use |

@ Specify the certificate fields to be used as the username.
Secondary Field: OU (OrganzationUunt) =

() Use: the entine DN a5 the usermame
() Use seript to select username
[~ hane - ~] 4 Add| @ cot| [ oelete|
& —
[t | @tent @rrevons |

e ] o] |l |

_____ ader By “ il
e e - O v O Ot 2 isco
oLy Bockut La Sl S sty apAarer dmays on the 5115 portal page.
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(¥ Chentess S5 WPH [ S5 WPHCent | Paec BEv1 || Peec KEv2 [7]LZTPfIPsec
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Answer:

Follow the explanation part to get answer on this sim question.
Explanation:
First, for the HTTP access we need to creat a NAT object. Here | called it HTTP but it can be given any

name.
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View Tools Wizards Window Help l ‘
Name: HTTP
@ Home @% [J Monitoring g Save
'I Type: Host 113
| = IPVersion 1« IPv4  _IPVE
- cl -
IP Address: |209.165.201.30 |
Service Polucy Rules Match Crif tion: Translated Packet
2 SRNRideE # | Source Inti Tce Destine =
£ Filter Rules — —————————
r ﬂ Public Servers 1 |Any ide (P) --Origin:
% URL Filtering Servers
Threat Detection .
Identity Options iNAT ey
éﬁ Identity by TrustSec =
i | Add Automatic Address Translation Rules
I: ——
Type: | Static - o
Translated Addr: [172.16.1.2 ] | 1
[ Use one-ta-one address t-anslation
[7]PAT Pool Transisted Address: B
[ ] round Hobin
[ ] Extend PAT uniqueness to per destination instead of per interface
["] Translate TCP and UDP parts into flat range 1024-85535 [ | Include range 1-1023
[ Fall thrauah to interface FAT(dest intf): [DMZ -
[ Use IPve for interface PAT -
)

~ cE
Interfoce:  [outside |+
Action: (s Permit  _ Deny T
Source Lriteria >
race
Source: |any
« @, Service Policy Rules
g A4A Rues 7 | = w7z
228 Filter Rules -
..... @ Public Servers dmz (1)im
-4 URL Filtering Servers 1 t
----- Threat Detection inside (1 ir| o
Identity Options 1 Dx Criteria k
- B 1denuty by Trustsec Destination: [209.165.201 30 ‘
- § Botnet Traffic Filter utsidei(1
= 1 Seaurity Group: | | o
Global (11| i ‘n:pnm;: 1@
1 o H
Descripdon:
Enable Logaing
Regular £ i ,
L e
Time Ranges £
(&, Unified Communications More Options ¥
Advanced
[ oK | [ Cancel ][ Hep |
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File View Tools Wizards Window Help E
i ] 1EF |
Firewall a7
:?gmmmﬁ % Add - [ Edit [ Delete | Q Where Used @, NotUsed Diagram (g Export ~ (fy Clear Hits B Show Log M Packet Trace
Service Policy Rules Source Criteria: Destination Criteria:
B Am R“‘el: # Enabled |Source |User [ Security Gi| Destination Security Gi Service  Action  Hite -
228 Fifter Rules .
% s dmz (1) implicity incorni
~~5 URL Filtering Servers 1 any Any less secure ne.. ip Permit
Threat Detection inside (1 implicit incomi
Tdentity Dofions 1 any Any less secure ne.. ip Permit
-5 1dentity by Trustsec . ooz
037 Botnet Traffic Fiter outside (1 incoming rule
(=] Okjects 1 v any 209.165.201.30 tepfhttp Permit o]
- @ Network Objects/Groups Global {1 implict rule
- I8 Service Objects/Graups 1 any any ip Deny 0
il Local Users
@8 Local User Groups
o4 Security Group Object Group|
e Class Maps
iy Unified Communications

-4 advanced

‘-7A)Vup!¥‘ _: Reset Advanced .

B

You can verify using the outside PC to HTTP into 209.165.201.30.

For step two, to be able to ping hosts on the outside, we edit the last service policy shown below:

Virtual Terminal 0 [ [=]

ndow Help

E;f_]i‘dumtu‘ng | QSE\IE Gﬁaﬁeﬁ\|oﬂadi Omeardl @ Hdp‘

View Tools Wizards

|@H‘m| Conficuration

% Add|-| o Edt i Delet= | 4 & | % B @ - | Q Find EJ Diagram M PacketTrace

Traffic Clazsification

Mame # Znabled Match Source Src Security Group  Destination Dst Security Group  Service

- Public Servers & Tnterface: dmz; Policy: asacx_policy

5 _L:hRL F:u]:rir::;ervers | dass-default OmyMatch @ any @ any % anyte
reat Detecton % dassd
% :::::g E::'::EEC E| Interface: inside; Policy: asacx_policy
- 37 Botnet Traffic Filter j dasdctaut Bavatch @ any @y gty
& Objects i % dassd |
T 2 etk ObRcIGE &) Global; Folcy: gobal_pocy

—

Lotal Use Groups
-8 Seaurity Group Object Group
E Class Maps

[ Inspect Maps

; -[R] Regular Expressians
TCP Maps Apply Resel
Time Ranges
[#-{fy, Unified Communications
[T} Advanced
L N
I

a

|-

And then check the ICMP box only as shown below, then hit Apply.
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B
[Ej Cisco ASDM 7.5 for ASA - 19216811
File View Tools Wizards Window Help

. ~ -
1 i Classifieation | Dafault Inspections | Rule Actions
@Home 0% Configuration i‘f] Monitoring ‘ L | Hafhe ] d

Edit Service Policy Rule —

Protocol Inspection | ASA FirePOWER Inspection | Connectin Settings | QoS | NetFiow | User Statistcs | ‘

Access Rules 2
¥ NAT Rules ,* Akl Select Stepeion niex
&&‘ Traffic Ck 7] cTigee |
g AAARules 1
B e R s Cloud Web Security Configure. 5 Service
Public Servers Bl Interfz | DcERPe icton b
-~ UR_ Filtering Servers | dassc 7] Dhes Conf _T DNS Inspect Map: preset_dns_map * any tra
51 Threat Detection 7 ESMTP Configre... R pcenaed
Identity Options Bl Interfs = = |
& Identity by TrustSec H q il g lm 4
= : | dassc * any tre
@g Bofnet Traffic Fiter ! 1 H,323H.225 [ configure... % class-d
i ; %T:twwk Objects/Groups £l Gidan; ! e [75025917! 7]
I Service Objects/Groups S JHETR Ll L :
i Local Users MICMP
e, Local User Groups __|ICMP Error
Lo Security Group Object Group)
Ei-l Class Maps S
i1 [ Inspect Maps M
*[R] Regular Expressions (9] P-Optans
@) TCP Maps ] IPSecPaesThru
) Time Ranges
|_+d--m Unified Communications i
(-7} Advanced e
Sl asmn. ) [+

4l g

L 5

After that is done, we can pingwww.cisco.comagain to verify:

cmd.exe

|Press RETURN to get started!
lc:\ping www.cisco.com
Pinging with 32 bytes of data:Request timed out.
Request timed out.
Request timed out.
‘Wl Request timed out.
Plng statistics for www.cisco.com: Packets: Sent = 4, Recieved = 0, Lost =
(100% loss),
|2pproximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms
|C:\ping www.cisco.com
|Pinging el44.dscb.akamaiedge.net [23.72.192.170] with 32 bytes of data: with 32
of data:
from 23.72.1%2.170 bytes=32 time=5ms TTL=52
from 23.72.192.170 bytes=32 time=5ms TTL=52
from 23.72.192.170 bytes=32 time=5ms TTL=52
from 23.72.192.170 bytes=32 time=5ms TTL=52
|Ping statistics for 23.72.192.170: Packets: Sent = 4, Recieved = 4, Lost =
(0% loss),
|Approximate round trip times in milli-seconds:
Minimum = 4ms, Maximum = 55, Average = 4ms

292. Which command will configure a Cisco ASA firewall to authenticate users when they enter the enable
syntax using the local database with no fallback method?
A. aaa authentication enable console LOCAL SERVER_GROUP

B. aaa authentication enable console SERVER_GROUP LOCAL
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C. aaa authentication enable console local
D. aaa authentication enable console LOCAL

Answer: D

293. The stealing of confidential information of a company comes under the scope of
A. Reconnaissance

B. Spoofing attack

C. Social Engineering

D. Denial of Service

Answer: C

294. Which 2 NAT type allows only objects or groups to reference an IP address?

A. dynamic NAT

B. dynamic PAT

C. static NAT

D. identity NAT

Answer: A,C

Explanation: http://www.cisco.com/c/en/us/td/docs/security/asa/asa90/configuration/guide/asa_90 cli_co

nfig/nat_objects.htmIl#18425

295. After reloading a router, you issue the dir command to verify the installation and observe that the
image file appears to be missing. For what reason could the image file fail to appear in the dir output?
A. The secure boot-image command is configured.

B. The secure boot-comfit command is configured.

C. The confreg 0x24 command is configured.

D. The reload command was issued from ROMMON.

Answer: A

296. What is the Cisco preferred countermeasure to mitigate CAM overflows?

A. Port security
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B. Dynamic port security
C. IP source guard
D. Root guard

Answer: B

297. Which type of address translation supports the initiation of communications bidirectionally?
A. multi-session PAT

B. static NAT

C. dynamic PAT

D. dynamic NAT

Answer: D

298. What are two ways to prevent eavesdropping when you perform device-management tasks? (Choose
two.)

A. Use an SSH connection.

B. Use SNMPv3.

C. Use out-of-band management.

D. Use SNMPv2.

E. Use in-band management.

Answer: AB

299. What type of attack was the Stuxnet virus?
A. cyber warfare

B. hacktivism

C. botnet

D. social engineering

Answer: A

300. How can you proect CDP from reconnaissance attacks?

A. Enable dot1x on all ports that are connected to other switches.
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B. Disable CDP on ports connected to endpoints.
C. Disbale CDP on trunk ports.
D. Enable dynamic ARP inspection on all untrusted ports.

Answer: B

301. Which tool can an attacker use to attempt a DDoS attack?
A. botnet

B. Trojan horse

C. virus

D. adware

Answer: A

302. Which technology can be used to rate data fidelity and to provide an authenticated hash for data?
A. file reputation

B. file analysis

C. signature updates

D. network blocking

Answer: A

303. How does a device on a network using ISE receive its digital certificate during the new- device
registration process?

A. ISE acts as a SCEP proxy to enable the device to receive a certificate from a central CA server.
B. ISE issues a certificate from its internal CA server.

C. ISE issues a pre-defined certificate from a local database.

D. The device requests a new certificate directly from a central CA.

Answer: A

304. Security well known terms Choose 2
A. Trojan

B. Phishing
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C. Something LC

D. Ransomware

Answer: B,D

305. Which two actions can a zone-based firewall take when looking at traffic? (Choose two)
A. Filter

B. Forward

C. Drop

D. Broadcast

E. Inspect

Answer: C,E

306. Which three statements about host-based IPS are true? (Choose three.)
A. It can view encrypted files.

B. It can have more restrictive policies than network-based IPS.

C. It can generate alerts based on behavior at the desktop level.

D. It can be deployed at the perimeter.

E. It uses signature-based policies.

F. It works with deployed firewalls.

Answer: AB,C

307. Which statement about extended access lists is true?

A. Extended access lists perform filtering that is based on source and destination and are

most effective when applied to the destination

B. Extended access lists perform filtering that is based on source and destination and are most effective
when applied to the source

C. Extended access lists perform filtering that is based on destination and are most effective when applied
to the source

D. Extended access lists perform filtering that is based on source and are most effective when applied to

the destination
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Answer: B

308. You have been tasked with blocking user access to websites that violate company policy, but the sites
use dynamic IP addresses. What is the best practice for URL filtering to solve the problem?

A. Enable URL filtering and use URL categorization to block the websites that violate company policy.

B. Enable URL filtering and create a blacklist to block the websites that violate company policy.

C. Enable URL filtering and create a whitelist to block the websites that violate company policy.

D. Enable URL filtering and use URL categorization to allow only the websites that company policy allows
users to access.

E. Enable URL filtering and create a whitelist to allow only the websites that company policy allows users to
access.

Answer: A

309. Refer to the exhibit.

crypto map mymap 20 match address 201
accegs-list 201 permit ip 10.10.10.0 255.2%55.255.0 10.100.100.0 255.255.255.0

What is the effect of the given command sequence?

A. It defines IPSec policy for traffic sourced from 10.10.10.0/24 with a destination of 10.100.100.0/24.
B. It defines IPSec policy for traffic sourced from 10.100.100.0/24 with a destination of 10.10.10.0/24.
C. It defines IKE policy for traffic sourced from 10.10.10.0/24 with a destination of 10.100.100.0/24.
D. It defines IKE policy for traffic sourced from 10.100.100.0/24 with a destination of 10.10.10.0/24.

Answer: A

310. Which type of PVLAN port allows hosts in the same VLAN to communicate directly with each other?
A. community for hosts in the PVLAN

B. promiscuous for hosts in the PVLAN

C. isolated for hosts in the PVLAN

D. span for hosts in the PVLAN

Answer: A
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